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Resumen

Esta tesis doctoral introduce una propuesta novedosa en el ambito de la deteccién y ais-
lamiento de fallos FDI en sistemas de transporte de fluidos a través de tuberias horizontales,
al emplear la aritmética por intervalos como referente analitico. FEl enfoque desarrollado
destaca por su confiabilidad y precision, haciendo uso de los principios fundamentales de la
aritmética por intervalos para mejorar la eficiencia en la identificacion de fugas en tuberias
horizontales cuando un fluido circula a través de ellas. El estudio se adentra en la formu-
lacion de un método integral que busca superar las limitaciones convencionales al abordar
de manera efectiva la incertidumbre inherente en las mediciones y los errores de modelado
presentes al utilizar modelos analiticos para describir el movimiento de un fluido en una
tuberia horizontal.

En este contexto, la aritmética por intervalos proporciona un marco analitico para gestionar
las variabilidades numéricas y expresiones algebraicas surgidas durante la obtencion del mod-
elo analitico tipo intervalo y posteriormente disefiar sobre este modelo intervalo un estimador
de estados analitico denominado observador intervalo, para tener una descripcion total del
fenomeno fisico y posteriormente validar estos modelos analiticos tipo intervalo para obtener
una validacién FDI que va permitir realizar andlisis FDI de fugas.

Este enfoque analitico se revela como un elemento clave para obtener resultados mas es-
tructurados y confiables en la deteccién de fugas cuando un fluido circula por una tuberia
horizontal.

La relevancia préactica de esta investigacion resalta en la capacidad del método propuesto
para lograr una deteccion confiable de fugas. Este logro no solo impulsa el avance en la
investigacion académica, sino que también busca establecer aplicaciones tangibles y valiosas
en el ambito industrial. La implementacion de esta innovacién contribuye directamente a
mejorar la seguridad y la gestion de recursos en infraestructuras criticas, marcando un hito
en la convergencia entre la investigacion tedrica y la solucion de problemas practicos en el
sector del transporte de fluidos. Este enfoque integral promete generar un impacto positivo
y duradero en la integridad y operacion de sistemas de transporte de fluidos a través de
tuberias a nivel global.

key words: Aritmética por Intervalos, modelo intervalar, observador por interva-

los,Analisis FDI, transporte de fluidos
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Abstract

This doctoral thesis presents the use of interval observers in the field of Fault Detection
and Isolation (FDI), with application to fluid transportation systems through horizontal
pipelines. Employing interval arithmetic as the theoretical basis, the developed approach
stands out for its reliability and precision, leveraging the fundamental principles of interval
arithmetic to enhance efficiency in identifying system faults.

The study delves into the formulation of a comprehensive method aiming to overcome con-
ventional limitations by effectively addressing the inherent uncertainty in measurements and
modeling errors encountered when using analytical models to describe fluid movement in a
horizontal pipeline. System and signal uncertainty complicates the identification of faults,
reducing accuracy.

In this context, interval arithmetic provides an analytical framework for managing numeri-
cal variability and algebraic expressions that arise during the acquisition of the interval-type
analytical model. An observer is designed using an interval model to provide enhanced fault
detection and uncertainty rejection. The interval-type analytical models are then validated
on a reals life example to obtain an FDI validation, enabling FDI analysis of faults. This
analytical approach proves to be a key element in obtaining more structured and reliable
results in fault detection under the presence of system uncertainty and signal perturbation.

The practical relevance of this research is highlighted by the proposed method’s capability
to achieve reliable leak detection. This achievement not only contributes to the advance-
ment in academic research but also seeks to establish tangible and valuable applications in
the industrial sector. The results if this research directly contribute to enhancing safety
and resource management in critical infrastructures, marking a milestone in the convergence
between theoretical research and the practical problem-solving in the fluid transportation
sector. This approach promises to generate a positive impact on the integrity and operation
of fluid transportation systems through pipelines.

Keywords: Interval arithmetic, interval models, interval observers, FDI analysis, fluid
transport
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Notation and Glossary

The symbol > denotes a partial order for two vectors =,z € R"; if x; > z; for all 1 =
1,...,n then x > 2. Also, the partial order is expressed for two matrices A, B € R"*"™,
if Aj; > B;j then A = B. In particular, if x > 0 then z is a nonnegative vector, i.e.
x; > 0 for all ¢ = 1,...,n. A nonnegative matrix A € R"" will denoted as A > 0, iff
A;; > 0 with 1 < {4,j} < n. This notation should not be confused with that of a positive
definite matrix P (resp. positive semi-definite), which is represented by P = PT > 0 (resp.
P = PT >0). Similarly, P = PT < 0 (resp. P = PT < 0) is a negative definite matrix
P (resp. negative semi-definite). Furthermore, M = max{A, B} is the matrix where each

entry is m;; = max{a;j, b;;}. The positive decomposition of a matrix N € R"*™ is given
by N* = max{N, 0,x,} and N~ = max{—N, O,xm}, such that N = N* — N~ and the
element-wise absolute value is [N| = N* + N~.

Definition 1. The positive representation of wvectors, matrices, and other expressions is
defined by the following items (Cacace et all, |2015):

1. The positive representation for any vector x € R™ is defined as:

xt
X=|_
xr

2. For any matrix N € R"™™,

€ R*™, r" =max{x,0}, 2z~ =max{-—=z,0}.

~ Nt N—
|

3. For any square matriz N € R™",
IN] = d¥ — (N —dM)* (N —dV)~
B (N —d™)~ d¥ — (N —d¥)*|’
where (N —dN)* = max{N —d",0}, (N —d")™ = max{—(N —d"),0}, and d" is the
diagonal matriz d~ = diag (Nll, Nog, ..., N,m).

4. A positive representation of a vector x € R™ is a positive vector X € Ri” such that
r = A, X, where A, = [ I, -1, ]

5. The min-positive representation of a vector x € R™ is the positive vector m(x) € ]Ri”
T
defined as m(z) = { ()" ()" }

6. For a given a € R™ | the positive representation function is

x4+ a
a

¢a<x>:[ )
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7. The function ¢, (x) is such that A,¢, (x) = x, Yo € R"™, and for any three vectors
a,z,b in R™ such that a < x < b it follows 0 =< ¢, (a) = ¢, () = ¢y (b).
. Defining ¢ (N) as
~ N+ A~ A~
¢a(N) = l A N+A ]
If A= N, ¢4 (N) is nonnegative. Moreover if A, X = x then Apda (N) X = Nz

. Given a nonsingular matriz T € R™" and a vector a in R™, and defining U = T~ ,
the function ¥r,: R" — R* | therefore

Ura (1) = Uy (z) = l gj g; ] [

The function Yy, (z) is such that

and, for any three vectors a,x,b in R"such that a <= x < b we have 0 < Pr, (a) <

AnTwT,a (x)=2 VYreR"

¢T,a (.’L’) j wT,a (b)

Table 0-1: Glossary of symbols commonly used in this work.

Al Interval matrix

IR" The set of real interval vectors of dimension n
IR™ ™ | The set of interval real matrices of dimension n x m

Af Pseudo-inverse matrix

R Set of real numbers

R™ Set of real vectors of dimension n
Rmx™ Set of real matrices of dimension n x m

C Set of complex numbers

r! interval residue

R, Set of positive real numbers

R_ Set of negative real numbers




1 Introduction

Currently, industrial processes demand increasing efficiency and reliability, driving a constant
evolution of associated technologies. These processes can be highly complex, composed
of numerous interconnected devices and subsystems controlled by computers with schemes
designed to function in diverse and often unpredictable environments.

For example, in a power plant, more than a thousand data points are generated per minute
and sent to the control center, which must respond automatically (real-time), continuously,
and quickly to the variable demand of the grid. Similarly, the automobile efficiency of en-
gines has improved, and pollution has been reduced by increasing the number of automatic
control loops for these complex tasks. Control theory must advance in parallel with the
growing complexity of systems, requiring more elaborate monitoring schemes for larger-scale
processes. Thus, the goal of this work is to contribute to the design of sophisticated, safe,
and measurable systems thanks to current technological advancements(Verde et al., 2013).
In the current global context, the performance and reliability of these technologies have a
direct impact on the environmental setting in which they are implemented. Therefore, any
fault (or loss of efficiency) in their performance will directly affect the social and environmen-
tal context in ways not considered before. These implications require that any unforeseen
condition impacting the normal operation of a system must be detected and corrected (or
mitigated) as quickly as possible.

Safety is associated with a set of specifications that physical installations must meet to
reduce the risk of accidents. The topic of system monitoring and repeatability emerged in
engineering during the 1960s, when important advances were made in the aerospace and nu-
clear industries, making these fields pioneers in systematizing and defining safety standards.
Given the devastating consequences that failures may induce in these types of industries,
they were classified as safety-critical systems. Today, there are standards for all types of
complex systems, and they are generally standardized through international agreements. In
this regard, it is essential that systems perform their assigned functions correctly and have
the ability to detect (and later mitigate) in a timely manner when they cannot be carried
out. Additionally, systems must be designed to withstand unforeseen conditions, culling ac-
tions whose consequences may be dangerous for installations, the environment, and society.
This need has led to the concept of process and service unit monitoring, which is associated
with the ability to continuously detect abnormal behavior.

System fault monitoring may be performed in diverse manners. At one end, humans can
monitor the state of the installation via a control dashboard, e.g., operators in a power plant



or aircraft crew; at the other extreme, automatic systems can be designed where faults may be
detected through redundant (physical or analytical) information. A middle ground between
these options is to carry out a collaboration between operators and programmed functions
in the automatic control system. Fault Detection and Isolation (FDI) analysis proposes a
methodology that uses redundancy to identify faults in a process, so that once the fault
is identified, the methodology suggests strategies to prevent this event from disrupting the
proper (safe) functioning of the process.

In general terms, a fault is an undesired deviation of at least one characteristic property
(feature) of the system from the acceptable, standard condition operation (Isermann|, 2005a).
It can manifest from an internal event that interrupts structural characteristics such as power
supply, communication, or mechanical failures; or it can be triggered by component failure,
such as a sensor of actuator fault. These faults can be triggered by changes in environmental
conditions, inadequate control by the operator, or component malfunctioning. In any case,
the fault is the underlying cause of changes in the system’s structure or parameters, which
can lead to degraded performance and even catastrophic outcomes. Therefore, it is crucial
to design and implement methods that allow the detection of these signals so they can later
be controlled.

The action that determines, in a binary manner, the presence of one or more faults, as well
as the moment they occur, is known as fault detection. If the type of fault is specified and its
location identified, then this action is termed fault isolation. On the other hand, when the
magnitude and behavior over time are determined, this is called fault identification. Finally,
when detection, isolation, and identification are all performed, it is considered that a fault
diagnosis (FD) has been completed (Khan| 2010).

One approach to designing an FDI system is through hardware (physical) redundancy,
which involves installing additional components alongside the main process. While this
method provides high reliability and direct fault isolation, it also incurs additional costs
and complexity. Alternatively, model-based FDI techniques utilize process models (analytic
redundancy) to infer faults by comparing actual outputs with estimated outputs. These
methods have proven efficient in detecting faults and have been successfully applied in nu-
merous real-time scenarios. Due to their effectiveness and feasibility for online implementa-
tion, model-based FDI techniques have become powerful tools for addressing fault diagnosis
in technical processes.

Regarding the model type for a specific dynamic system, observer-based fault detection
and isolation (FDI) has attracted considerable interest over the past three decades. While
fault detection for linear systems is well-established with numerous effective tools, there is
an increasing focus on nonlinear fault detection techniques, as most systems exhibit non-
linear behavior. Although linear methods can be applied by linearizing systems around
specific operating points, they lose effectiveness with significant deviations. Furthermore,
some processes display hard nonlinearities that cannot be linearized, highlighting the need
for specialized nonlinear fault detection methods.



4 1 Introduction

Current application of methods for FDI analysis in pipelines, i.e. FDI analysis for esti-
mating leaks, typically employs a combination of model-based methods, filtering techniques,
acoustic monitoring, thermal imaging, data-driven approaches, and transient analysis. Each
method has its strengths and limitations, and often a combination is used to enhance detec-
tion accuracy and reliability in various operational contexts. As technology evolves, these
methods are becoming increasingly sophisticated, allowing for better leak management and
mitigation strategies in pipeline systems. However, despite the combination of these meth-
ods, the potential for misinterpreting parametric uncertainties, disturbances, or sensor noise
still remains at the forefront of research in this field. The interval model, expressed as inter-
val observers, offers a solution by bounding false faults within a threshold. In the presence
of actual leaks, the interval model can detect faults as they will fall outside this threshold,
thereby reducing the likelihood of false fault detection.

This thesis explores the development of an interval observer model designed for fault detec-
tion in dynamic systems, particularly focusing on fluid dynamics in pipelines. The structure
is organized into seven chapters, each contributing to the overarching goal of enhancing fault
detection techniques through interval arithmetic and analytical modeling.

Chapter 2: Foundations of Analytical Concepts. This chapter establishes the
foundational definitions and concepts related to interval arithmetic, positive systems, mono-
tonicity, and fault detection and isolation (FDI) analysis.

Contributions:

o Clarifies essential terminologies necessary for understanding and developing the interval
observer.

o Provides a theoretical basis for subsequent chapters focused on interval analytical models.

Chapter 3: Analytical Application Model. Presents a linearized model derived from
a nonlinear representation of fluid dynamics in pipelines, particularly under leak conditions.
Contributions:

o Introduces two scenarios for FDI analysis:

1. Treating leaks as exogenous inputs influencing system behavior, while incorporating
parametric uncertainties and sensor noise.

2. Integrating leak size as an additional state within the linearized dynamic system
model.

o Enhances the understanding of how leaks affect system dynamics and monitoring.

Chapter 4: Interval Observer Design Theories. Design theories for interval ob-
Servers.
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Contributions:

e Presents the development of an interval observer that combines the dissipativity property
with the H,, technique, aiming to ensure the stability of the estimation error system and
to preserve the partial ordering between the actual state trajectories and their estimates,
even in the presence of parametric uncertainties, disturbances, and sensor noise. This
idea is used to integrate conditions of D-stability.

o Introduces a novel interval fault detection design, using the interval observer scheme
that provides adaptive thresholds to facilitate fault detection, enhancing the reliability of
monitoring systems.

Chapter 5: Interval Observer under Positive Representation Describes the design
of an interval observer using positive representations and Jordan transformations.
Contributions

o Ensures cooperative system behavior within the interval observer framework, effectively
incorporating uncertainties and disturbances.

e Provides a robust method for enhancing system monitoring under uncertain conditions.
e Design of a bank of interval observers for augmented linearized system.

Chapter 6: Conclusions and Recommendations Summarizes the thesis findings and
presents both general and specific conclusions.
Contributions

o Offers recommendations for future research, including new designs for unknown input
interval observers and interval adaptive observers.

o Highlights potential pathways for further development of the proposed techniques to en-
hance fault detection in dynamic systems.

1.1 Objectives

Motivated by the previous discussion, this thesis focuses on developing an interval observer
for Fault Detection and Isolation (FDI) analysis based on Arithmetic Theory. The effec-
tiveness of the proposed method is tested on a leak detection application, where an interval
observer that facilitates the detection, isolation, and reconstruction of leaks that may occur
when fluid flows through a horizontal pipeline is designed.

To propose methods to detect and isolate the occurrence of faults (leaks) in a fluid-transporting
duct based on the design of interval observers.



6 1 Introduction

1.1.1 Specific Objectives

1.

Study and analyze the mathematical models of dynamic systems that are usually de-
scribed to represent a fluid circulating in a distribution network.

Design an analytical model based on interval arithmetic that describes the best fluid
dynamics circulating in a distribution network.

Design a redundant analytical model through an interval state observer or an equivalent
redundant interval analytical model that describes the best dynamics of the system
representing the fluid.

Design robust interval residual generators, where interval thresholds are obtained that
are highly sensitive to leaks (faults) in the duct but decoupled from the intervals of
disturbances and uncertainties in the interval model of the fluid’s dynamic system.

Design a fault diagnosis algorithm based on interval arithmetic to estimate the de-
tection of faults (leaks) in the duct, using measurements of the fluid’s kinematic and
kinetic characteristics, such as flow rate, pressure, and velocity.

. Verify, on an appropriate scale, the operation of the fault diagnosis algorithm based

on interval arithmetic through computer simulation.

Compare, via computer simulation on an appropriate scale, the fault diagnosis algo-
rithm for the duct described by the analytical model using interval arithmetic with a
fault diagnosis algorithm for an analytical model described using conventional arith-
metic to evaluate the advantages and disadvantages of the proposed interval FDI
method.

1.2 Methodology proposed

The presented methods in this doctoral thesis are referred to the interval observers, which

include theories of interval arithmetic, cooperative systems, and positive representations.

Such methods are developed through the theories primarily proposed by |Avilés and Moreno
(2014)), Raissi et al.| (2005), and Meslem et al.| (2020). The interval observers are intended
to enhance the Fault Detection and Isolation (FDI) method for improved analysis in fault

(leak) detection and localization.
The proposed FDI analysis has been conducted using the following methodology:

1.

Explore and evaluate the mathematical tools necessary for developing a reliable ana-
lytical model to represent physical systems that describe the flow of fluid through a
horizontal pipeline.
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2. Based on previous research (Torres et al.| (2014), it was found that these physical models
are mathematically represented as a set of infinite partial differential equations. Since
no analytical solution exists for this type of equation, it is necessary to use approxima-
tion methods. A reliable approach for solving these equations is the finite difference
method, which is commonly used to discretize such models and derive a nonlinear
system with a finite-dimensional independent variable. This approximated nonlinear
model is then linearized using standard techniques widely referenced in the literature
(Khalil, 2002)). Once linearized, the model is represented as a dynamic system in the
presence of parametric uncertainties, perturbations, and noise.

3. The first design of an interval observer is based on the positive representation and
dissipativity conditions in order to estimate the state vector. Furthermore, a scheme
of fault detection is proposed using a residual generator and adaptive thresholds. The
method includes the design of the gains by means of Linear Matrix Inequalities. This
interval observer is used to detect a leak in a pipeline when fluid is flowing through it.

4. In addition, a new interval observer is designed to preserve the partial ordering between
the estimations and the state trajectories of the augmented plant based on cooperative
systems. Moreover, it is added a fault detection and diagnosis scheme to detect, isolate,
and reconstruct a leak. Furthermore, we incorporate a bank of observers to monitor
the health of the pipeline model.

The proposed methodology demonstrated new results, by integrating the positive repre-
sentation, dissipativity, and cooperativity, leading to the development of interval observers
capable of accurate estimations. The interval observers designed in this thesis, have been
applied to FDI analysis, which mitigates false fault detections caused by parametric uncer-
tainties, disturbances, and sensor-induced noise. Moreover, it is sensitive to faults resulting
from leaks in pipelines during fluid flow.

This thesis provides significant advancements in the field of fault detection through the
development of innovative interval observer models. By addressing uncertainties and distur-
bances, it offers new solutions for monitoring dynamic systems, particularly in applications
related to fluid dynamics in pipelines. The findings pave the way for future research and
applications, enhancing both theoretical understanding and practical implementations of
interval arithmetic in FDI analysis.



2 Preliminaries

This chapter is organized as follows: the first section reviews the state of the art related to
the subject of this thesis, while the subsequent sections introduce key concepts such as inter-
val arithmetic fundamentals, positive dynamic systems, monotonicity principles, and fault
detection techniques. These sections also present important analytical elements supported
by theorems, lemmas, and definitions. The aim is to establish the necessary theoretical foun-
dations for understanding the framework behind the proposed analytical tools for a novel
Fault Detection and Isolation (FDI) solution, with a focus on detecting leaks in horizontal
pipelines during fluid flow.

2.1 FDI Methods for Leak Detection, Isolation, and
Reconstruction in Pipelines

The development of Leak Detection, Isolation, and Reconstruction methods for pipelines has
become increasingly important due to the need for ensuring the integrity of fluid distribution
systems for water, oil, gas, and other materials; in other words, pipeline transport system
are safety-critical and our social activity depends on their correct functioning. Effective leak
detection is essential for minimizing economic losses, reducing environmental impact, and
maintaining the safety of infrastructure (Verde et al., 2013). To address these challenges,
several approaches have been explored within the framework of Fault Detection and Isola-
tion (FDI). Below is an overview of the primary methods, including their advantages and
disadvantages.

Model-Based Methods. FDI methods are based on mathematical models that use physical
laws to describe the flow dynamics in pipelines. These models often rely on first principles
equations (e.g. the continuity equation and the principle of energy conservation) to describe
system variables (e.g. such as pressure and flow rate, among others). By comparing the
model’s estimated values to real measurements (i.e. estimation residual), anomalies that
may indicate leaks can be detected. Model-based techniques present the following advan-
tages:

o They provide high accuracy in leak detection when the model is well-calibrated and
reliable data is available.
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o These methods are capable of detecting small, gradual leaks, as minor deviations in
the system’s behavior can be identified.

Unfortunately, a proper implementation of model-based FDI techniques must take into
account and mitigate the effects of the following disadvantages:

o The accuracy of detection depends heavily on the quality of the model and parameters
of the pipeline, which can change over time (e.g., roughness, diameter).

o A dense network of sensors is required to achieve good coverage and ensure detection
reliability.

o These methods are sensitive to measurement inaccuracies, especially in the presence
of noise.

Key examples for the leak detection problem are given in Delgado-Aguinaga et al.| (2020)
and |(Cuguero-Escofet et al.| (2015), where models are based on the continuity equation to
detect leaks in water distribution networks. Their study demonstrated that deviations in
flow rate and pressure can accurately indicate the presence of leaks.

The Mass and FEnergy Balance Method is a traditional technique for detecting leaks by
comparing the volume or energy entering a pipeline with the volume or energy exiting it.
Any discrepancy between the two can signal the presence of a leak. It is easy to implement,
requires few sensors, and has been extensively used in industry for many years. These tech-
niques cannot precisely locate the leak; they can only detect its presence. Moreover, such
methods may be ineffective in detecting small or distributed leaks. The work conducted by
Karim et al| (2015), Hadroug et al.| (2017)) about gas pipelines showed that the mass balance
method is effective for detecting large leaks but insufficient for smaller or slow-developing
leaks.

Model-based FDI schemes typically rely on state-observers (Verde and Visairo, 2001} Be-
sancon et al.} |2013; [Santos-Ruiz et al. |2018)) where the analytical model is used to design an
estimator that can determine the deviation of the estimated states from known and available
measurements, i.e., create a residual. In the context of pipelines, state observers such as the
Kalman filter or Luenberger observers are used to estimate critical variables like pressure and
flow. When discrepancies arise between the estimated and actual measurements, they may
indicate a leak. Using the Unknown Input Observer (UIO) approach presents the following
advantages:

« Robust observers can reduce the system’s sensitivity to noise and measurement distur-
bances.
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« It is possible to isolate and locate leaks within specific areas of the network by analyzing
the residuals generated by the observer.

Unfortunately, model based UIO requires detailed knowledge of the system, where dealing
non-linear models or uncertain systems can be challenging. The success of detection is highly
dependent on the quality of measurements and the precision of the model, hence noise highly
affects detection and isolation properties.

The works developed by |Gao et al. (2015), Besangon et al.| (1996), Verde and Visairo| (2001)),
implemented different types of estimators such as Luenberger and extended Kalman filters
to monitor natural fluid distribution systems. Their real-time leak detection approach was
effective, although it faced limitations in accurately locating leaks in systems with complex
topologies.

In the last decade, Data-Driven Methods methods have seen an accelerated development
due to the advancements in sensor technology and the availability of large datasets, and the
introduction of new data-driven methods based on machine learning. These methods de-
tect leaks by identifying abnormal patterns in historical operational data and do not require
detailed physical models, making them applicable across various pipeline systems. Data-
Driven (DD) FDI schemes can adapt to systems with changing operating conditions and
are effective in identifying complex patterns that may be missed by traditional model-based
methods. Unfortunately, DD FDI techniques require large amounts of training data and sig-
nificant computational resources; methods often lack “interpretability”, making it difficult
to understand results in physical terms.

In Fares et al. (2023)), Drogkoula et al.| (2023)), a neural network is designed to detect leaks
in water distribution systems. While the method successfully detected leaks, its precision in
locating the leaks was limited, and false alarms occurred frequently in the presence of noisy
data.

The second part of this chapter provides the necessary foundations of Interval Arithmetic
theory, which introduces the concept of lower and upper bounds as interval representations
for numbers, algebraic expressions, matrices, and vectors. Additionally, this section covers
concepts related to positive systems, monotonicity properties, and principles of FDI, estab-
lishing the foundational knowledge required for the proposed solution to detect leaks in fluid
transport pipelines.
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2.2 Fundamentals of Interval Arithmetic

This section presents the mathematical fundamentals through lemmas necessary for an ap-
propriate analytical formulation (Moore et all 2009; Jaulin and Walter| [1993)).
Definition

Definition 2. The interval representation of the scalar variable x is defined by a lower limit
x and an upper limit T,asx’ = [z,7] € IR where [z,7] are the minimum and maximum
values of the numerical value of z represented in the bounded interval.

There also exists a special interval representation for a numerical or algebraic expression
when given an interval representation z! = [z,Z]. If the values of z and Z are equal, this

interval representation is known as a degenerate interval Moore et al.| (2009).

Definition 3. Internal interval operation. The following algebraic operations exist within
the bounds of the lower and upper limits of the interval. These operations are:

1. Midpoint or nominal value of an interval x*. It is defined by:

T+

mid (z) = 5 (2-1)
2. The width of an interval z7 is defined by:
w=7T—x (2-2)
3. Absolute value of an interval z! :is defined by:
Magnitude = Maz[| z |,| Z |]
4. Radius of an interval ! is defined by:
rad (x) = i ; = (2-3)

Definition 4. Logical operations: The primary logical operations are as follows:

1. Intersection of two intervals x* and y' is defined by two cases:
a) if either § <z or T <y then, ' Ny' =0

b) Otherwise, x! Ny! = [maX {L g} , min {7, ?}}

2. The union of two intervals ' and y' is also studied in two scenarios:

a) if either y < x or T < y then, ' Uyl is not possible because the intervals are

mutually exclusive

b) Otherwise, ! Uy' = [min {L g} , max {7, @}}
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According to the above, the union operation between two intervals does not always exist.
The subsequent logical operation encompasses the union operation (Moore et al., |2009).

3. The interval hull operation is defined for given intervals ' and y', as:
Py’ = [min (g} e 7.7)]

An additional property regarding the interval hull operation is as follows (Moore et al.,
2009):
Uy Caluy!

Definition 5. Order Relations for Intervals: It is a well-established fact that the real num-
bers, denoted by R, are ordered by the relation <. This relation is known to be transitive if
a<bandb < c, then a < c for any a, b, and ¢ € R. A similar relation can be defined for
intervals. For instance, the expression x! < y' implies that T < Y.

Moreover, if within an interval x', where: x = T, this type of interval is defined as a
degenerate interval. Hence, the interval contains a single real number x.

Furthermore, if an interval o' > 0 implies that x > 0 and T > 0, similarly, if ! < 0

implies that x < 0 and T < 0. Another transitive order relation for intervals is the set
inclusion defined by

at Cyf
The statement holds true if and only if y <x and T <7y

Definition 6. Interval vector: An interval vector is an n-dimensional array of intervals,
where each component forms a closed and bounded subset defined as the Cartesian product
of n intervals. These can be represented in vector form as a row vector:

[x] = (fa] x [wa] X o [n])

Interval vectors can also be represented in a compact form, such as:
x] = [x,X]

where the interval vector z is defined as the lower bound interval vector, and the inter-
val vector T is defined as the upper bound interval vector.

x = (21,22, )

X = (Tlalﬁ7 71‘771)
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The set of all interval vectors in R™ is denoted as IR"

IR = {([x1], ... [xn] | [x1] , ..., [Xn] € IR)}

Definition 7. An interval matriz AT € TR™" is defined by having each or any of its com-

ponents a; ; where i =1:n, j =1:n, represented as intervals al ; = [a

;= J,j,@-’j]. In general,
it is defined as follows:

Ale [AA
where:
QLl N Ql,j 6171 N 617].
Qiy 00 G L @iy e Qi

An alternative analytical expression for an interval matrix is by representing it as a com-
bination of a central or nominal matrix and a radius matrix. The expressions for these
equivalences are given below:

(A+A)

9

A-A
2

A,
A = |

N—

Thus, the interval matrix can also be represented as:

AI = [Ac - Ara Ac + Ar]

The radius matrix A, represents the component of the matrix that is analytically associ-
ated with the average perturbation within the interval matrix |Deif| (1990).

Definition 8. Subset Property and Monotonic InclusionMoore (1987) : Consider an arbi-
trary interval mapping g : My — Msy, where My and My are two arbitrary interval sets. The
union extension set g : S(My) — S(Ma) exhibits the subset property of:

X,YeS(M) con YCX + g(¥V)Cg(X) (2-4)

where S(My) and S(Ms) denote the families of all subsets of My and My respectively. As
mentioned in definition [§, this subset property of S(My) implies the condition of the union
extension of the interval subset. Likewise, an interval function defined within an interval
mapping is monotonically inclusive if all interval variables:

KQXZ ?::1,2,“‘,77/
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This implies that the finitely represented mapping between the sets of interval pairs,
(F(Y1,Ys,...,Y,)) and (F (X1, X, ..., X,,)) , is related as follows:

F(}/l7}/2a 7Yn) g F(X17X27“' aXn) (2_5)

Hence, it can be inferred that all functions § are monotonically inclusive from:
icX:i vy LCX
and the subsequent algebraic properties of the interval function must be satisfied:

Yi+Y, C X+ Xy
Yi-Y,C X - X,

Yi-Ys C X Xy

Y Xy
YQQXQ

Definition 9 (Inclusion function Sin (2006)). Consider a function £ defined on R™ — R™.
The interval function [£], defined on IR"™ — IR™, is an inclusion function for £ if:

v o[z] e IR" £ ([2]) C[£] ([])
The interval function: [f] ([x]) € IR™.

As shown in Figure the red interval enclosure depicts the smallest image and therefore
corresponds to the minimal inclusion function (Sin| 2006]).

[f11([x]
/ f21(Ix]
[x]\

[f31([x]

Figure 2-1: Graphical Representation of Inclusion Function.
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Definition 10. Function of Minimal Inclusion |Sin (2006)
Consider an interval inclusion function [f] : IR" — IR™. [t is termed as a minimal
inclusion function if

Vo o[zl € R [E]([2]) = [£ ([x])]
In order for a minimal inclusion function to exist, two conditions must be met:
1. Extension: If there exists in the domain interval: [x] = [z,T] | x = T, then the value

of the interval image must exist as well: [f] ([z]) = £ (x).

2. The second condition is related to monotonicity. In other words, if a specific subset
is contained within the interval domain, then the image of this subset must also be
included in a consistent manner.

The aforementioned conditions lead to the introduction of the following two additional
definitions.

Definition 11. Consider a function £ : R™ — R™. The interval function [f] : IR" — IR™
is an interval extension if:

V[a] € IR, [£] ([z]) = [£ ([x])] (2-7)

Definition 12. An interval function £ : R — R™ ezhibits monotonicity concerning inclu-
ston if:

Vo[l [y €IR" [[z] C[y] , [£]([z]) < [£]([v]) (2-8)
The following lemma aims to provide the necessary analysis for defining the interval width
concept based on the vector space concept.

Lemma 1. Consider X andY as sets of vectors represented within an interval vector space
IR"™, given by:
X' = [X,X| Y =[v,Y]
The interval width for these two vectors is defined as the algebraic operation:
w=X'"-Y'=|X-Y , X-Y|

Proof. The algebraic operator ¢ = — representing subtraction can be replaced by the oper-
ator © = +, as follows:

wl = X! Y= X1 [-Y]]

w = [X,X]+[-Y,-Y]= X -V, X - Y]

From the provided expression, it is stated that the interval vector Y/ is a subset of X’.

Y>X AN Y<XAY <X
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2.3 Cooperative and Positive Systems

In dynamical systems, the property of cooperativity implies a partial ordering of the state
and output trajectories, preserving a monotone structure, while the property of positivity
ensures that these state and output trajectories remain within the non-negative set. Both
properties are fundamental in the modeling and analysis of physical, biological, chemical,
and socio-economic systems. In this subsection, we introduce key definitions and system
classes associated with cooperativity and positivity, which constitute a subclass of monotone
systems, as discussed in|Angeli and Sontag] (2003);|Avilés and Moreno, (2014). These concepts
will be used in Chapters 4 and 5 for the design of interval observers and fault detection
strategies.

Definition 13 (Angeli and Sontag (2003)). A € R™ ™ is a Metzler matriz if all its off-
diagonal entries are nonnegative elements, i.e., a;; > 0 for all i # j.

Definition 14 (Avilés and Moreno| (2014)). Consider the following linear system expressed
as:

2-9
y(t) = Cx(b), )

where x(t) € R™ represents the state vector, u € R™ denotes the input vector, and y € RY

| {:’v(t) — Az(t) + Bu(t), 2(0) =,

stands for the output vector. X is a cooperative system if, under a partial ordering over
the initial states and inputs, namely: xan = 19, us(t) = ui(t), Vt > to, then partial or-
dering remains consistent for the evolution of states x(t) and trajectories y(t) for all fu-
ture times t > tg, that is x (t,to, To0, us (1)) =  (t,tg, 10, u1 (t)) and y(t,tg, x20,us (t)) =
y (t,to, 10, up (t)).

Based on the above, we present the following proposition:

Proposition 1 (Angeli and Sontag (2003))). The system Xy, is a cooperative linear system
if and only if

1. A is a Metzler matriz (a;; > 0, Vi # j),

2.B=0 (bij>0, Vi,j),

3. C=0 (c; >0, Vi, j).

We now address the definition and characterization of positive systems.

Definition 15 (Angeli and Sontag| (2003)). X, is a positive linear system if for any xo >= 0
and any u(t) = 0, then the trajectory of the state is non-negative x(t, to, xg, u) = 0.

Proposition 2 (Angeli and Sontag| (2003)). If the X1, is a linear cooperative system, then
it is positive. Conversely, if ¥, is a positive system, then it is a cooperative system.
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Note that cooperativity shares similarities with the positivity property, particularly when
the initial condition satisfies xy > 0 and u(t) > 0, under these conditions, the system yields
non-negative trajectories for both the state and output vectors, i.e., z(¢) = 0, y(t) >= 0. This
behavior highlights the necessary and sufficient conditions established in Proposition [1] for
linear time-invariant (LTI) systems. The definition of a positive system implies that if all
state trajectories originate from points in the non-negative orthant R’;, they will remain in
that orthant for all future time. This property characterizes R’} as a positively invariant set.
Figure illustrates this concept using three non-negative initial conditions, x¢ > 0. If the
trajectories begin outside the positive orthant, they will enter and remain within it for all
future time (Lorenzo Farina, [2011)).

L, Z; I,

(equm) Q

0 T, 0 z, o'

(a) (b) ()

Figure 2-2: Behavior of the state trajectories of a positive system (Lorenzo Farina, [2011)).

2.4 Dissipative systems

The dissipativity property, when applied to mathematical models of physical systems, for-
malizes the principle of energy conservation. In general terms, the amount of energy stored
within the system at any given time is always less than or equal to the total energy supplied
from the outside. This implies that the system is capable of storing and dissipating energy,
but not of generating it (Brogliato et al., [2007; |Avilés and Moreno, 2014]).

Definition 16. (Willems, |1972db) The linear system Xp, in (2-9)) is said to be dissipative if
there exists an internal storage function V : R™ — R (continuous and positive semidefinite)

and an external supply rate function w : R? x R™ — R such that the dissipative inequality
holds,

Vi(z(t) <V (xg) + /Otw (u(r),y(1))dr, ¥V (xg,t) € R" xR. (2-10)

Passive systems represent a special class of dissipative systems characterized by an equal
number of inputs and outputs (m = p), characterized through the specific supply rate function,

wu(t), yt) =y  (Hu(t), V(z,u)€R"xR™. (2-11)
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Moreover, it is worth noting that supply rate functions can be expressed as quadratic
functions of the following form,

! S
B A —
= y'Qy+2y" Su+u' Ru

where Q € RP*P, S € RP*™ R € R™™ with Q = Q" and R = R". On the other hand, it is
possible to consider quadratic storage functions of the form

V(z) =2"Pz, P=P">0. (2-13)
for the class of linear systems YX;. By applying the dissipative inequality with quadratic
storage and supply functions, the following proposition is obtained.

Proposition 3 (Avilés and Moreno (2014)). X, is a dissipative system if there exists the

matriv P = P > 0 and a scalar € > 0 such that the following dissipative inequality holds
A"P+ PA+¢P PB ] B [ CTQC C’TSW <0

BTP 0 SC R (2-14)

Note that the condition in (2-14]) can be represented as a Linear Matrix Inequality (LMI),
which can be solved using various computational tools.

2.5 Interval observers

According to |Avilés and Moreno| (2018), an interval observer is formed by two observers that
preserve the partial ordering from a partial ordering in the initialization and the inputs. In
the following paragraph, we define the notion for this class of observers.

Definition 17. Thus the dynamical systems

§0=9(tE®.un.70), €0 =& (2-15)
T(t)=E(tL.E(t),u(t),v(t))

EW=6(LEW,u®),v@®), £0)=¢ ]
200 = £ (L€M) u ). 0 b)) 10

where & : Ry — R™ and £ : Ry — R™ represent the estimated states, and the initialisation
is given by &, = g(to, To) and &, = 9(to, o), constitute an interval observer if

1. any solution (f(t) Lz (t),& (1) ,§(t)) of (2-112-16) for allt € R is such that

lim [Z(t) —2(t) |- 8>0;

t—00

in addition
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2. for any vectors xqy,To, xo € R™ and any input u (t)and disturbance v (t) the solutions of

(2-15), (2-16) satisfy for all t >ty the inequality

(1) =z (t) =

|

()

&>

Remark 1. [t is possible to construct an interval observer using two observers: an upper
and a lower, each preserving the partial ordering of initial conditions and exogenous inputs.
This is the approach used in this thesis.

In the following paragraphs, we present some important ideas associated to the interval
observers.

Lemma 2 (Efimov et al| (2013)). Consider three real vectors z,x and T belonging to R"
such that x < x <T. Then, for any real matrix A € R™™ and real vector x in the interval
x € [z,T], one obtains

Ate —A T Ar < A"s— Az

Also, there are conditions such the matrix A has uncertainties AA € {AA, AZ}, where
A=A—AAand A+ AA. In this case, we have the bounded set as: [Khan et al.| (2020))

Ate — ATg —Atat + A 7 <Az <Azt — Atz — A gt + A

For this case, the uncertainty AA can be evaluated in advance using the methods described
in [Shary| (2018) and |Cruz et al| (2023). This is essential because the dynamic system
with uncertainties must be analyzed to ensure that the conditions for observability and
controllability are met.

2.6 FDI environment

In an industrial context, safety is associated with a set of requirements that any physical
installation or work environment must meet to mitigate the risk of accidents. Fault Detec-
tion and Isolation (FDI) began to develop as a distinct engineering discipline in the 1960s.
I[sermann| (2005a)); [Verde et al.| (2013). The aerospace and nuclear industries were pioneers
in systematizing and defining safety standards due to the consequences of disasters in these
types of activities. Currently, there are standards for all types of complex system, gener-
ally standardized through regulations in international agreements. In this perspective, it is
essential that each system executes its assigned functions correctly and has the ability to
communicate in advance when these cannot be performed correctly. In addition, each system
must be designed to withstand unforeseen conditions and factors of human error, preventing
actions whose consequences could be potentially dangerous to facilities, the environment,
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and social surroundings. These facts motivated the creation of analysis tools consolidated
under the concept of monitoring processes and service units, which is related to the ability
to infer undesired performance continuously.

This inference capability can be feasible through various means. One way is to have human
resources assigned to monitor the status of the installation, such as operators in a power
plant or the crew of an aircraft. The other way, of extreme nature, is evidenced by the option
to automatically monitor systems. A turning point in these options is to have cooperative
actions between operators and functions programmed in the automatic control system. FDI
analysis is responsible for establishing the design of a methodology whose objective is to iden-
tify the scenario of each of the faults that will be involved in a process, so that once the fault
is identified, the FDI methodology will propose strategies for the detection, isolation, and
reconstruction of each fault, with the purpose of alerting and/or preventing malfunctioning
in the process under study.

2.6.1 Methods used for fault detection and diagnosis

The methods used for fault detection and diagnosis are classified in various ways. Some
propose models of the system to be evaluated, while others are based on approximation, and
still others rely on the process history (Isermann, 2005ab)).

The methods that use system models or their approximations are usually classified into
two subgroups:

o Quantitative model-based methods.
o Qualitative model-based methods.

Methods based on processes similarly depend on pre-existing knowledge of the system in
both normal and faulty states. This implies that anomalies are anticipated. Much like
methods utilizing system models, they are categorized into two subgroups, namely:

« Quantitative methods based on process history.

o Qualitative methods based on process history.
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Figure presents the general structure for an FDI analysis.
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Figure 2-3: Methods for evaluating Fault Detection and Diagnosis,Carrillo et al.| (2012))

1

Methods based on quantitative models of the system

The model originates from a mathematical representation of the system. Its effectiveness
and efficiency hinge on how closely it approximates the actual plant. All variables within
the model must be correlated with those of the real process to gauge the compatibility be-
tween process and model performance. Figure illustrates various methods employed to
derive models in this category. Observers for dynamic systems, parity equations, Kalman
filters, and parametric estimation methods. In these approaches, the plant model incorpo-
rates real variables, and the computation of outputs or state variables is executed. Under
specific circumstances, comparing real variables with those derived from the model yields
quantitative differences known as residual generators. When the plant operates correctly, the
residual ideally equals zero. The structure of the residual generator determines variations
in plant behavior under fault conditions. Additionally, similarities may arise between plant
performance and models designed for isolated and specific fault scenarios.

Methods relying on qualitative models of the system or its
approximation

These methods rely on an understanding of the process, enabling the recognition of behav-
ioral patterns that deviate from the norm. They are grounded in quantitative knowledge
forms.

These methodologies can be categorized into two groups:
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« Causal models employ cause-and-effect reasoning techniques and tools (abductive,
inductive, and deductive reasoning) to describe the system’s behavior. Among these,
fault trees and graph theory are commonly used reasoning tools, functioning akin to
logical operators such as and and or, thereby generating numerous hypotheses for
potential faults. Consequently, decision-making is tailored to each of these hypotheses.

o Abstraction hierarchy models break down the system into functional units using
input and output data information. This enables the identification of, for instance, the
unit malfunctioning in the plant.

Methods based on process history

These methods require a large amount of historical process data and a systematic method-
ology for extracting process data.
These methods are classified into two groups: qualitative methods and quantitative methods.

+ Qualitative methods primarily involve Qualitative Trend Analysis (QTA) and Expert
Systems. The Qualitative Trend Analysis (QTA) method utilizes data from sensors
monitoring the system to build databases. These databases create trends of variables
when the plant is operating correctly, and if these trends deviate from a mean value,
a fault alarm is generated.

Expert systems consist of a database for fault events, containing a set of rules to
construct a probabilistic expert system that detects: the fault, the reasons for the
fault, and a feasible solution to correct it.

o Quantitative methods based on process history are statistical context methods. To
identify and interpret trends and find thresholds close to the mean value that indi-
cate faults, they require analysis time, so continuous calibrations for the system under
study are initially necessary. An excellent analysis method for this type of approach is
Principal Component Analysis (PCA), where the statistical analysis method is multi-
variable, offering an alternative for detecting, isolating faults, and transforming mul-
tivariate data into a lower-dimensional space. This space retains the most relevant
information about the priority fault to identify in the process, significantly simplifying
surveillance of the system.

Another alternative method is based on neural network algorithms (RNA). Neural
networks are defined as computing algorithms that base their efficiency on adjusting
indicators through weights that weigh the inputs of each neuron (basic calculation ele-
ment) to calculate the output that should be delivered to other neurons and achieve a
common calculation objective throughout the network. The strategy of adjusting these
weighting weights constitutes the learning of the system, and the topology (intercon-
nection between neurons) will be the determining factor to evaluate functionality and
efficacy. Once training is completed, the weights are established (learning has ended),
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and the RNA is ready to function as a system that responds to input stimuli. The
fields of application are diverse, such as classification, modeling, function approxima-
tion, pattern recognition, etc. There are multiple RNA topologies and various learning
strategies.

In fault detection analysis, neural networks perform well in approximating nonlinear
functions. Under well-defined conditions, neural networks can replace analytical mod-
els when the dynamics of these systems are highly nonlinear and linear approximation
is difficult to achieve, such as in flexible chemical process plants, nuclear plants, and
aircraft flight control systems.

Classification of Failures according to their Structure

Typically, a failure occurs due to a defect that deviates from the normal operation of a system.
This deviation is typically detected through system control signals or measurements. The
presence of a failure is associated with the following characteristics:

Failure by Impact

Associated with the effect that the failure will have on the operation of the system. Therefore,
two expressions are defined to characterize a failure.

o If the failure, despite occurring, can be corrected, and the system returns to normal
performance, this type of failure is known as a fault.

o When the occurrence of the failure results in a total or irreversible collapse in the
operation or performance of the system, this type of failure is referred to as a failure.

Failure by Localization

This is associated with the location of the failure, which will be within the system’s opera-
tion. Figure depicts the scheme representing this characteristic of failure and how it is
articulated within the system.

o Actuator Failures: Actuators are considered the operational part of the system, re-
sponsible for executing the input signals u(t). Therefore, when there are failures in
the actuators, these signals are added to the control signals, contributing to the set of
issues related to the elements that act on the process. Consequently, this is evidenced
by an incompatibility between actuator control and the response at its output y(t).
An actuator failure can result in either total loss or partial loss. In the case of total
loss, the actuator completely loses its ability to control the system, such as a gate that
becomes stuck in its initial position. In a partial loss scenario, the actuator operates in
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Figure 2-4: Failure by Localization.

a degraded manner, meaning it works nominally but its control action on the system
is only partially effective. This phenomenon is typically characterized by a significant
loss of energy.

o Process Failures: These directly impact the system itself and involve degradation of
system components due to variations in internal parameters. These deficiencies result
from modifications or degradation of the system structure compared to the system
used to build the model.

e Sensor Failures: Sensors convert a physical quantity into a measurable quantity by
an instrument. Sensors serve as the output interface of the system with the external
environment. Defects or failures originating from sensors are characterized by discrep-
ancies between the actual value of the physical quantity and the measured value being
displayed. Sensor failure measurements are added to the system outputs and represent
the set of issues related to capturing information about the system’s state. Similar
to actuators, sensors can experience either total failure or partial failure. In the case
of total sensor failure, it results in the absolute measurement signal from the sensor
not being possible. For partial sensor failure, it may be represented by saturation,
calibration error, tolerance defect, or the presence of noise.

Temporal Effects Failure

A Temporal-Effects failure is any fault whose signature lies in the time domain. Figure
illustrates the time behavior of the occurrence of the failure that the three types of trends
within the system may exhibit.

Internal System Fault

The study focuses on faults that originate within the dynamic system and evaluates how
their characteristics affect overall performance, as revealed by the system’s transfer function.
Based on this analysis, such faults can be classified into two categories:
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Figure 2-5: Temporal Effects Failure
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Figure 2-6: Internal System Fault

o Additive Fault: Covers output deviations that arise independently of the nominal
inputs, for example, sensor or actuator offsets and external disturbances.

o Multiplicative fault: This category covers output variations that depend on both the
magnitude of the fault and the input signals of the system, for example, sensor gain er-
rors, component degradation, or power loss. Figures show symbolic representations
of additive and multiplicative faults.
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2.6.2 Generating residuals using analytical models.

Designing the residual generator aims to maximize its sensitivity to the fault of interest while
isolating it from all other inputs of the process, disturbances. The sensitivity condition in
terms of the output y(t) can be interpreted in various ways. It can be stated that the dynamic
effects of faults should be captured through measurable variables. In other words, defining
equivalences regarding the fact that the frequency components of faults should excite the
dynamics of the process and these conditions should be evident in measurement readings.
Faults are analyzed as signals and the system is viewed as a filter, implying that the oper-
ating frequencies of faults cannot be filtered. It is important to note that aspects related to
the operating frequencies of other inputs in the system should not affect the residue.
Considering analytical models to design residue generation algorithms offers the advantage
of formulating procedures with a wide range of fault scenarios, supported by robust tools
grounded in the study of system dynamics.

Analytical models are used to generate residuals under the following conditions:

o There is a superficial understanding of the impact of faults on the output. This condi-
tion is reflected in the limited historical data, which does not allow for fault diagnosis
under a frequency or statistical analysis scheme.

o A weak indicator on differentiating effects and minimal evidence to categorize and
distinguish between the existence of a fault and a normal condition. Multiple and
varied categories with respect to fault effects that cannot be grouped into a minimal
set of signal characteristics that are quantified.

An inconvenience when using analytical models to generate residues is formulating models
with a high degree of precision and reliability. It is necessary to project the evolution of the
model over time, with adequate identification of the type of faults that need to be diagnosed.
Achieving this condition in real-world applications is not always 100 % possible; however, it
should be very close to real conditions.
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Analytical design methods for obtaining residue generators are classified into three groups:

1. Parity equations-based methods.
2. State observer-based methods.

3. Model parameter-based methods.

The methods outlined above will now be described.

1. Methods based on parity equations The method of generating residues from the parity
equation is a particular case of a method called redundant relation generation Verde
et al| (2013). This method applies to the input-output representation of the system
through the transfer matrix, as well as to a model represented in state space. The con-
cept of parity equation method originated in the pioneering work of |Chow and Willsky
(1984) considering models of dynamic systems in state spaces. The idea involves com-
paring the measured output with an estimation derived from the model, either in an
input-output representation (/O) or in state space representation.

 Input-output (/0O) model. This concept of input-output representation was pri-
marily disseminated by |Gertler| (1997, [1998)) and can be conducted indifferently
concerning continuous or discrete-time representation. Consider the linear time-
invariant system described by the equation

Y (p) =G (p,00) U (p) + Gy (p,00) F (p) + G5 (p. ) F (p) (2-17)

where p is the Laplace operator in continuous-time (S) or in the Z transform
in discrete-time, depending on whether the system is continuous or discrete.
G (p,6y) = C (pI — A)™' B+ D is the nominal transfer matrix relating the input
to the output, G (p,6y) = C (pI — A)~' F} + F, is the nominal transfer matrix
from the faults of interest Fy and F5 concerning the output, and G7 (p,6y) =
C (pI — A)~" Ey 4 E, is the nominal transfer matrix associated with non-interest
faults £y and Fsy and/or disturbance signals at the output.

Given the parameter vector 6y, the error between the measured output and the
model-based estimation is:

R(p)=Y (p) =G 0)U (p)
=Gy (p,6h) F (p) + G5 (p,6o) F (p)

where R (p) is the primitive residue, and equation is referred to as the parity
equation, defining the robust structure of the model with measurements. The

(2-18)

schematic representation corresponds to Figure [2-7]



28 2 Preliminaries

F(p) —| G¢([»,0,)

+

+ +
G(p.0,) O G;(.0,) f— F(p)

U(p)— 2

__(P—» R(p)=G(p, 0o)F () + G7(p, 0,)F (p)
B G(p: 80)

Figure 2-7: Parity equation with the transfert function/Verde et al. (2013)).

where F'(p) are associated to the disturbances.

From the primitive parity equation R(p), it is possible to derive relationships with
complementary properties. This is evident when generating specific residues by
addressing the detection problem individually concerning particular faults present
in the process, sensors, or actuators. In addition, other types of faults f must
be considered, for which the residue should be insensitive. To achieve these ob-
jectives, a decoupling matrix W (p) is introduced. Thus, the design of the parity
space is expressed as:

Ry, (p) =W (p) (Y (p) —G(p)U (p))

B (2-19)
—W () (Gr () f () + G (D) T ()

where:

Wip)Gy(p) =0 and W (p)Gy(p) # 0 (2-20)

The use of the decoupling matrix W (p), dependent on the Laplace operator S or
the Z transform, entails a non-trivial design and implementation. Therefore, it is
suggested to apply this capability if it is not feasible to obtain constant decoupling
matrices that fulfill the desired design parameters. If the decoupling matrix W (p)
is constant, the design is straightforward and translates into a transformation of
the residue space.

It is important to clarify that equation is used to adjust the tuning of the
filter W (p), and once tuned, the diagnostic system is implemented through digital
filters, as described in equation ([2-20)).

» State Model. The generation of residues is obtained from the state representation
model of the reference dynamic system defined as:

(t)=Ax (t) + Bu(t) + Vo (t) + Ffr(t)

y = Ca(t) + N (1) + M (1) (2-21)
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where z (t) € R™ is the state vector, u (t) € R? is the input vectors, y (t) € R" is
the output vectors, v (t) € R is the disturbance vector, fr (t) € RPF is the vector
of additive faults associated with the inputs, fi (t) € RPM is the vector of additive
faults associated with the outputs, n(t) € RPZ they are the noise vectors. The

total fault vector is: f (t) = { frt) fu(t) }T and the matrices A, B,V, F,C, N,
and M have known dimensions. The parity model analysis method is obtained
by deriving the output y (¢) according to the order of derivatives r < n, as shown
in Figure [2-8] For more details, refer to [[sermann| (2005a)).

I

I
v v
n A = n

derivatives P I an t derivatives
U Y
> W O W Kee=—7———x
Q ﬁj

Figure 2-8: Parity Space based on Models (Isermann, [2005a)).

2. Generation of residues using state observers. State observers are analytical methods
that estimate the states of a system based on measurements of output and input signals.
The observer sends estimated information regarding the value of each state, allowing
for an approximate value relative to the real value for each state. Observers are also
known as virtual sensors; they serve the same function as a physical sensor. There are
linear and nonlinear approaches to state estimation. In the case of linear systems, the
observer commonly used is of the Luenberger type. This structure offers a satisfactory
solution to the problem of state variable estimation.

For nonlinear models, a linear approximation for designing state observers involves
performing local linearization methods of the mathematical model of the process to be
estimated and then designing the linear observer based on this linearization. However,
to overcome limitations arising from the application of methods for designing linear
observers, it is conventionally required to design nonlinear observers that are effective
enough to directly capture the nonlinearities of the process. Nonetheless, using interval
observers can provide adequately estimation to conceive novel and efficient estimation
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techniques, rather than resorting to nonlinear observers, as they require necessary
conditions for their design. Figure illustrates in a general manner the fundamental
structure of a Luenberger-type observer.

u () x=Ax+ Bu y(®

y=Cx

system model

observer model

Figure 2-9: Basic framework of a Luenberger-type observer.

In the dashed frame, the observer’s analytical scheme is consolidated, where the ob-
servation error, denoted by e(t), corresponds to the residue r(¢) during Failure Detec-
tion and Isolation (FDI) analysis. Under normal conditions, when no failure occurs,
r(t) — 0. In the presence of disturbances but with absence of faults, the residual
performance r(t) = y,(t) — §(t) remains in the vicinity of zero. However, in the
presence of failures, the residue r(t) does not equal zero: r(t) # 0. Therefore, the
residual resulting from a fault is larger than that disturbances, that is r¢(t) > 7(¢).
Based on the aforementioned information, there are more efficient state estimation
observers, such as Unknown Input Observers (UIOs) and adaptive observers, among
others. Furthermore, recent techniques such as interval observers, as demonstrated
in this doctoral thesis, have shown promising results in detection. Interval observers
establish a threshold where residue variations Ar(t), Ar(t) — 0 remain within the
threshold, while variations of interest for detecting failures lie outside the threshold.
This significant advantage sets them apart from other techniques.

. Fault indicators parameters. A failure can be detectable, depending on the information
available about the process and the specific failure. Assume that the sequence of data
consisting of exogenous signals and endogenous signals of a process, which is known:

U=1{u(0),u(1),... u(k)} (2-22)

Y=A{y(0),y(1),....y(k); (2-23)
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and the set of faults:
‘F:{f17f27"'7f}"} (2—24)

It is necessary that the fault f; € F to be detectable requires to occur within time
windows of the sequences U and ), or equivalently, it must induce a deviation from
the normal behavior of the process sequences. This condition implies that the fault
induces a deviation in at least one variable or parameter from its normal condition.

4. Identification and Parameter Estimation Methods. They are used to solve fault di-
agnosis problems when faults are associated with model parameters, represented in
the state matrix A for LTI systems. This means that faults are not represented as
additional signals in the process components, but as alterations in the values of the
process parameters as shown in Figure [2-10}

f®& fo
S 0
Process
+
u(t)—. _ e(t)
Model
y ()

Figure 2-10: Fault Detection based on Parametric Methods, source (Verde et al.| (2013))



3 Modeling the Dynamics of Flow in
Pipelines

In this chapter, we introduce the fluid model in a pipeline described by the momentum
and continuity partial differential equations. By using the Finite-Difference Discretization
method in the infinite-dimensional representation, we obtain a discretized nonlinear model
described by partial differential equations for the pipeline system model. Finally, we present
the space-state linearized model for the single leak case, for which will be designed interval
observer-based fault detection schemes, in the following chapters, in order to detect the
occurrence of the leaks.

3.1 Infinite Dimensional System Model of the Fluid

In general, the classical fluid model in a horizontal pipeline is based on the Water Hammer
(WH) equations, which govern the internal behavior of transient fluid flows by means of
the mass and momentum conservation balances (Chaudhry| 2014; Roberson et al.l [1998]).
By assuming negligible convective velocity changes, incompressible fluid flows, and slightly
deformable duct wall, the HW equations can be expressed by a pair of nonlinear hyperbolic
Partial Differential Equations (PDE) (Delgado-Aguinaga et al., 2016):

e Momentum equation,

0Q(z,t)
ot

D 4w jeen| =0, (1)

+ gAr

« Continuity equation,
OH(z,t) 1 0Q(z,t)
ot gAr 0z

=0, (3-2)

where Q(z,t) represents the fluid flow rate [m3/s], H(z,t) is the hydraulic pressure head [m],
z € (0, L) is the length coordinate along the pipeline [m], where L is the Equivalent Straight
Length (Delgado-Aguinaga et al., 2016)), and ¢ is the time coordinate [s]. Moreover, g denotes
the gravity acceleration [m/s?|, Ay is the pipe cross-section area [m?], b is the pressure wave
speed in the fluid [m/s]. Finally, p = 7/2DAr, where 7 stands for the friction coefficient
and D denotes the inner diameter [m]. The boundary conditions for the PDE model in

(3-1) and (3-2)) are given by the pressure head extremes of the pipe, H(0,t) = H;,(t) and
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H(L,t) = Huu(t), which are also considered as inputs, while the fluid flows represent the
output conditions, Q(0,t) = Qi (t) and Q(L,t) = Qout(t).

It is possible to express the fluid mathematical model in and into the state-space
representation using the Finite-Difference discretization (Verde, 2001]), that approximates the
pipe into discrete spatial partitions, which is written as follows,

OH (1) ~ Hip — H;
0z Ay

0Q(zi-1,t) _ Qi— Qi
0z AZZ',1

where sub-index i represents the discretized variable in (3-1)) and (3-2)) at partition i, H;
and @; stand for the pressure and rate flow at space abscissa z;, H(z;,t) and Q(z;,t), and

Vi=1,...,n
(3-3)

, Vi=2,...,n

Az; = zi11 — 7. The variables at each section ¢ and the boundary condition for each section
are given by
Qi+1 =\ Hi+1 y Vi= 1,...,77,—17 (3—4)

where A = CyA;v/2g, with Cy is the discharge coefficient, and A; is the cross-section area at
that point. Then, the PDE model is now approximated by a finite-dimensional model that
depends on number of partitions, given as follows (Verde, [2001; (Chaudhry, 2014]):

ai

Qi:AZi (Hi_Hi+1>_/~LQiQi7 1=1,...,n

(3-5)
: a2 .
Hip = A, (Qi = Qiy1), i=2,...,n,

where the parameters are given by

A b? T
a1 = Ao = — = —

where 7 can be modeled as follows (Delgado-Aguinaga et al., [2016)),

0.25

| € 5.74 >
%610\ 37D T Re(Q)09

with € is the pipe roughness [m| and Re(Q);) is the Reynolds number given by Re(Q;) =

Q;D/oAr, where g is the kinematic viscosity of water [m?/s] and @; is the flow rate in the
Z'th

T(Q:) =

section.

In the context of applying the finite difference method to fluid transport, the procedure
involves dividing the pipeline length L into n sections, where n represents the total number
of sections into which the pipeline is divided. For each section, the distance is defined as z,.
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It is possible to establish n sections, for which it is necessary to divide the pipeline length
into n + 1 sections (see Figure [3-1)).

QO QE—l QI’ QE+1 Qn

section i+l

|
|
I section i
I
|

=

Hi—l

=

H, H,

Yy

¥
A
4

Figure 3-1: Finite-dimensional pipeline model divided the length into n sections.

Solutions of resulting pipeline equations in , given by Figure are broadly complex.
Considering the finite difference discretization method, we divide the pipeline into n sections
while time is a continuous variable, reducing the initial difficulty. Then, the fluid dynamics
are described by the flow rate in each section and the pressures at each section end. In this
way, we can obtain a more convenient way of using observer-based fault detection structures.

In particular, taking into account two partitions (see Figure , pipeline variables Q);
and Q;11, as well as H; 1, H;io, and Q;19, are quantities required for calculating through
direct or indirect measurements. The upstream pressure head H, = H;, and downstream
pressure head H;y; = H,, determine the input vector u(t), while the values of inlet flow
rate Q; = @y, and outlet flow rate Q; 12 = oy correspond to the output vector y(t).

Q; Qis1 Qis2

| |
| |
: section i : section i+1
| |

H Hi+1 Hi+2

< ale al

[
I Iy )

-~

Figure 3-2: Finite-dimensional model of the fluid considering two partitions.
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3.2 Leakage Model in a Pipeline

In this work, we consider the leakage model in a pipeline from the discretized set, {2z} =
{0, z, L}, where 2 represents the position of a leak. It is shown clearly in Figure [3-3] This
is achieved by partitioning the pipeline into n = 2 sections.

H,
Hy / H;
Y
Q i Q, :Al\/Hl Q;
4 AZi =I < L'A214’|

Y

L

Figure 3-3: Model of Pipeline approximated by two partitions, considering with three-
points for the discretization {0, z;, L}.

From Figure [3-3] we can see that @) stands for the leakage flow rate that is produced
at the pipeline position z;, and can be modeled by the following expression (Navarro-Diaz
et al., [2021]),

Q= \vVH (3-6)

where \; = Cy/2g A, is a positive constant defined by the discharge coefficient Cy, the
gravitational acceleration g, and the leak’s cross-sectional area A;, while H; = H, denotes
the pressure head at the leak location. Hence, in the single-leak scenario, the system is
approximated by the following nonlinear differential equations:

ay

Q1 = An (Hy — Hy) — 11 Ql‘Ql

YN Hy = Aail <Q1 — Q2 — Al\/@) : (3-7)

. a
Q2 = L—ilAzl (H2 — Hs) — po Q2‘Qz‘

where Hy = H;,, H3 = Hyu, Q1 = Qin, Q2 = Qout, and Az; represents the distance
between upstream point and the leak position.

Y

Remark 2. The analytical model of the fluid takes into account the input signals associated
with the measurements of the upstream pressure head H;,(t) and the downstream pressure
head H . (t), with sensors positioned at the entrance and ezit points of the pipeline. Similarly,
the measurements necessary for evaluation are associated with the inlet flow rate Q;,(t) and
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the outlet flow rate Qu,u(t), respectively, as they allow the assessment of the presence or
absence of one or multiple leaks in the pipeline due to the physical law that defines the
continuity equation in the permanent regimen as: pi,VinAin = p — outVy Ao where for
the analysis of the pipeline the cross-sectional area A;, and the cross-sectional area Ay
are equal and the fluid density pi, = pour for the case of an incompressible fluid. Based on
the information provided above, the absence of a leak is determined taking into account the
continuity equation, where the measured values of the inlet flow rate Q;, and outlet flow rate
Qout are nearly equal, that is, limy_, o |Qout(t) — Qin(t)| = 0. In contrast, if the measured
values of Qi and Qo differ, limy_,o0 |Qout(t) — Qin(t)| # 0, it indicates the presence of a
leak.

3.2.1 Nonlinear Pipeline Model

Taking into account the state vector as ¢ = [Q1, Ha, @2]7, the input vector as v = [Hy, Hs]T,
and the measurement vector as h = [Q1, Q2]7, the approximate model Xy, in (3-7) can be
transformed into the state-space representation, expressed in the form

F{ {0 = 1O+ Gt + fuld), ¢(0) =G .

n(t) = h(¢) + f5(1),
where ((t) € R" stands for the state vector, v(t) € R™ is the control input vector, and
n(t) € R" is the output vector. Moreover, we consider the additive term f,(¢f) € R", which

stands for faults in the pipeline dynamics in Iy, such as leaks, and f,(t) € R? are the faults
in the sensors. The nonlinear function f(:) : R" — R" is defined as follows

—Aa;@ — Mt C1‘<1|

f(¢) = Aazl<§1—(3—>\1 ‘CQD

a1
m@ — 2 C3’C3’
Additionally, we have the matrix

ai

— 0

Azl

G = 0 0 ,
—ay
0o 1
L — AZl

T
and the nonlinear function given as h({) = [ (1, G3 } :
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Remark 3. It is important to mention that the nonlinear model in I'npr in considers
the term related to the faults in the pipeline dynamics, denoted by f,(t), which can physically
represent breakdowns, leaks, blockages, additional/fluctuating flows as well as variations of
pressure heads in the pipeline. Moreover, it is regarded that faults are present in the mea-
surements, which are given by fs(t). These terms represent a typical behavior that occurs in
physical systems of the pipeline.

3.2.2 Linearized Pipeline Model

By assuming an unidirectional flow, the term Qi‘Qi = Q? with i = 1, 2. In particular,

the nonlinear system dynamics in (3-8|) are linearized around an equilibrium point given as
(Clo, Cgo, Cgo) = (QTO, H;, Q;O) and (1/10, VQ()) = (Hiko, H;O) Hence, the linearized model
can be written by,

- { i(t) = Ax(t) + Bu(t) + fu(t), (to) = o, 20

y(t) = Cz(t) + fi(t)
where x(t) = ((t) — (* is the state, u(t) = v(t) — v* is the control input, and y(t) is the
output of the system Yp,. In addition, we consider f,(¢) to represent the term of faults, and
fs(t) to be the fault signal of the sensors. These latter terms f,(t) = 0 and fs(t) = 0 are
given in the nominal case. A € R*3 and B € R**? are defined as the Jacobian matrices
of f(¢) + Gv with respect to ¢ and v, respectively. Besides, C' € R?**? is the measurement
Jacobian matrix of h(() with respect to (. Such Jacobian matrices are expressed as

ai

—2 . 0
t1Gio Az
A= a9 _ ag)\l _&
N AZl 2A62i’1\/ CQO AZl
1
L 9
0 L — Az 12C30
a1
— 0
AZl 1
B = 0 0 , C= [ 1
L — AZl

Remark 4. It is important to note that the dynamics of the pipeline nonlinear model I'yy,
in (3-8)) is linearized with respect to an equilibrium point (Cio, C20, C30) = (@i, Hi, Q) that
assumes that the inlet and outlet flow rate are equal. If it is considered that these flows
enter and exit are relatively small volumes of water in relation to the volume of the pipeline,
the variation that they will produce in the pipeline will be equally small, which implies that,
under these conditions, the linearized model Yrr in (3-9)) adequately represents the dynamic
behavior of the nonlinear pipeline system model I'pr in (3-8)).
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3.3 Numerical Simulations

In this section, we show numerical simulations for observing the behavior in the pipeline
system model I'ypr in the presence of a leak.

The values of the parameters, for the pipeline model with a leak T'xpr in (3-8]), are listed

in Table 3-1.

Table 3-1: Numeric values of the parameters.
Parameter Numeric value Units

L 200 m
D 0.1044 m
Ar 0.0086 m?
g 9.81 m /s
b 721.653 m/s
1 0.0027 m=3
7 0.0027 m=3

Here, L denotes the pipeline length; D the pipeline diameter; Ay the cross-sectional area;
g the acceleration due to gravity; b the fluid velocity; and puq, uo are coefficients related to
the fluid’s physical properties.

We have run the pipeline system in ['ypp in , considering two scenarios. The first
considers the nominal case during the first 50 seconds, that is, there is no presence of leaks.
Subsequently, a leak occurs in the pipeline from the 50th second. For this simulation, the
inputs of the pipe, given by pressure heads in the beginning and end of the pipeline, have
been set constant with values Hy = H;,, = 18 m and Hs = H,,; = 6 m. The initial conditions
for the pipeline were Q19 = 0.018495 m{, Hyy =9 m, and Qo9 = 0.018495 m{

The pressure heads at the inlet and outlet of the pipeline, which represent the input vector
u = [Hyp, Huy]' of the nonlinear pipeline system in I'ypp in . Additionally, Figures
and present the behavior of the real states of the pipeline model. In particular,
Figure [3-4] illustrates the evolution of the inflow and outflow, Q1 = Qu and Q2 = Qout,
while Figure describes the evolution of the pressure head at Hy = H;. It is easy to see
that a leak occurs at time 50 seconds since the flow rate and pressure head change at the
leak point (head) and end of the pipeline.
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Figure 3-5: Pressure head at the pipeline.

The expressions derived for the matrix A indicate that the position offset Az of the leak
can affect the stability criteria of the model. Treating the leak as a state variable can
consequently influence the observability or detectability conditions. Therefore, to evaluate
the effect on the stability behavior of the system when altering the eigenvalues based on
the value of Az, a simulation was performed to calculate the eigenvalues of the matrix A
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as the leak position Az varied. Figure presents the dynamics of the eigenvalues for the
linearized pipeline model:
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Figure 3-6: Behavior of eigenvalues with respect to the leak position along the pipeline

As shown in Figure when the leak occurs near the beginning of the pipeline, the
eigenvalues indicate stability with larger magnitudes in their complex conjugates. However,
as the leak position moves toward the end of the pipeline, the eigenvalues tend to introduce
oscillatory behavior in the system. These characteristics are crucial because, for designing
any state observer, it is essential to verify whether the dynamic system satisfies the conditions
of observability or detectability.

3.4 Experimental Data

In this section, we present the experimental data of a pipeline with a leak, utilizing informa-
tion provided by the Hydraulics Laboratory of the National Technological Institute of Mexico
(TecNM) in Tuxtla Gutiérrez of the TURIX-Dynamics Diagnosis and Control Group. The
prototype of the pipeline test system, and the model diagram of the pipeline, are shown in
Figure[3-7] The pipe is made with a 2-inch inner diameter PVC pipe. Moreover, the pipeline
water is transported by a 5 HP centrifugal pump. Additionally, the prototype includes two
pressure head sensors placed at the beginning and end of the pipeline. Finally, in a similar
way, flow rate measurements are obtained from sensors located both at the inlet and outlet
of the prototype [Santos-Ruiz et al. (2018); |[Delgado-Aguinaga et al.| (2022)).

As previously noted, the Turix Group supplied the data, and the laboratory tests were
performed in the laboratory of the National Technological Institute of Mexico.
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Figure 3-7: Pipeline prototype installed at the Tecnolégico Nacional, I'T-Tuxtla Gutiérrez
Chiapas |Santos—Ruiz et al.l (]2018[); |Delgado—Aguiﬁaga et al.l (]2022[).

According to Santos-Ruiz et al.| (2018), the parameters of the pipeline prototype, used to
simulate a leak, are presented in the following table

Table 3-2: Parameters of the pilot pipeline.

Parameter Value
Pipeline diameter 4.86 cm
Pipeline length 112.22 m
Tested leak position Az 39.99 m

Fluid kinematic viscosity, v | 8.03 x 1077 m{

Fluid density, p 996.59 =4

Gravity acceleration, g 9.79 =
Pressure wave speed, b 1250 =
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The following experimental data were collected from the installation of the pipeline pro-
totype, emulating a leak by means of a flow valve positioned in the pipeline. Figure [3-8
presents the pressure heads in the beginning and end of the pipeline, which are set as pipe
inputs by the constant values H; = H;,, = 9.8 m, H3 = H,,;, = 2.7 m. It is easy to see a
light drop in both pressures when the leak appears.

_Hl = Hz'n _HB = Hout

| | | | IN— I I i
0 50 100 150 200 250 300 350 400 450 500
Time ¢ 3]

Upstream and downstream pressure heads[m]

Figure 3-8: Pressure head at inlet and outlet of the pipeline test system.

Figures and depict the behavior of the real states of the pipeline test prototype.
Particularly, the flow rates Q1 = Qin, reat a0d Q2 = Qout, rear are show in Figure , while
the pressure head at leak point Hy = H; is presented in Figure It is clear to see that
the effect of a leak at time ¢t = 250 s is apparent for all real states of the pipeline plant. Such
behaviors are similar to the numerical simulations presented in the previous section.

In the following chapters, we will present some FDI methods, based on the design of inter-
val observers, in order to detect, isolate, and locate the occurrence of leaks from numerical
simulations and/or experimental data of the pipeline systems.
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4 Robust Scheme of Fault Detection
based on an Interval Observer

In this chapter, we present a robust scheme to detect faults, based on an interval observer,
for a class of continuous-time linear systems in the presence or absence of disturbances or
parametric uncertainties. Such interval observer is based on combining a Luenberger observer
and an interval predictor. The design can be represented as a feasibility problem of Linear
Matrix Inequalities (LMIs). The design method is applied to the fluid model with leaks to
validate its effectiveness in the occurrence of faults.

4.1 Interval Observer Design for Disturbed and Uncertain
Systems

Consider the following continuous-time system, subjected to disturbances and/or variations
of parameters, given by the next equations,

Ax(t) + Buu(t) + Byw(t),  x(to) = o, (4-1)

=
=
——
=-
—~
=
I

where (z(t),y(t),u(t)) € R® x RP x R™ are the state, the output, and the input vectors,
respectively. In addition, w(t) € R! stands for the term of disturbances and/or parametric
uncertainties. A € R™", B, € R™™ (C ¢ R™", B, € R™! are constant matrices with

appropriate dimensions.

We assume that the perturbed system Ty, satisfies the following suppositions.
Assumption 1. The pair (A, C) is detectable.

Assumption 2. Suppose that the upper and lower bounds (zy,To), which are known, for the
initial condition fulfill the inequality by intervals

To (1) = wo (1) = 2 (1) (4-2)

Note that the inequality (4-2|) is equivalently written as xq € [z, To|
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Assumption 3. The disturbances and/or parametric uncertainties are also bounded by in-
tervals described by,

w(t) = w(t) = w(t), vVt >0, (4-3)
where W (t) and w (t) are known Lipschitz functions defined from a domain D,,.

Remark 5. [t is important to notice that the parametric uncertainties of the system matrices
in Yy, can be also expressed as A+ AA and B, + AB,, where such uncertain terms (AA,
AB, ) are bounded by intervals as

AA = AA = AA and (4-4)

where (AA, AB,) and (AA, AB,,) are upper and lower known bounds of (AA, AB,), re
spectively. These terms are included in the Assumption @ in the expression in (4-3) with
= {AAx, ABu}.

Now, we present the structure of the interval observer, reported in Meslem et al.| (2020)),
for the family of linear systems Y, in to estimate and bound the state vector, through
the upper and lower estimations. Here, our design unifies and generalizes the convergence
property of the novel interval observer, based on dissipativity and (or) D-stability, considering
the special case of H,,. This approach ensures that the estimation error remains confined
within a bounded region.

Let the Luenberger-type state observer for continuous-time linear systems Yp, in (4-1)),
described as follows

o - { 2(t) = A2(t) + Buu(t) + L(y(t) = §(1),  &(to) = 2
Co e = ca),

where £ (t) stands for the estimated state vector of z(¢). Besides, the matrix L has to

(4-6)

be selected to guarantee the convergence property of the state observer. We add the next
interval predictor to the Luenberger observer equations, described as follows,

o(t) = (¢t )(Bw Bw) D (¢, to)(Bw Bw)
Yo, : 4-7
{ 5(1) =B (t,10) (B — B) — 2 (t,t0) (Burt - B) o
T, | {@(t) =2 (t)+0o(t) —|—§(t,to)é(to) @ (t,to) e (t,to) (48)
Tt)=2(@t)+a(t)+ P(t,ty)e(t, to) — P (t,ty)e(to)

where 7 (t) and Z (t) represent the upper and lower (bounds) estimations of the real trajectory
of the state z (t). The estimation error is defined as e (t) := (x (t) — & (t)) € [e, €]. The
quantities 7 (t), a(t), ®(t), and ®(¢) will be introduced momentarily.
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The estimation error dynamics can be written as follows,

- { é(t) = Ape(t) + Byw(t), e (to) = e, (49)

Ye(t) = Ine(t),
where w (t) is the term of the (bounded) unknown signals. The matrix Ay is given by

A = A — LC and I, is the identity matrix of dimensions n x n. We can analyze the
evolution of the estimation error using its solution of the system Yg, given by

e(t) = B (t, to) elty) + o (¢), (4-10)
where

o (t) = /tj@(t, ) Byw(7) dr. (4-11)
with

B (t, to) = oxp (ALt — to)), (4-12)

The function ®(¢) is known as the state transition matrix of the system Yy in (4-9)).

Remark 6. Notice that the equations in Y o, in , can be rewritten as

(t,t0) % (to)

é(t) =a(t)+ P (t,to)e(to) —
e(t)=a(t)+d (t,t0) 2 (o)

(t,t0) e (to) —

LSS

Convergence Condition

In the following paragraphs, we analyze the convergence property of the interval observer,
composed from (Yo,, To,, Yo,), for the disturbed/uncertain linear system in Yp. In par-
ticular, we guarantee the stability of the observer To,, applying the H., approach in the
estimation error system Yg.

Remark 7. Note that the influence of the disturbance input w to the error output is deter-
mined by the expression,

e(s) = Gue(s)w(s), (4-13)
where the transfer function from w (t) to e (t), under the initial condition ey = 0, is given as

Gue (5) = (sI, — Ap) ™" B,. (4-14)
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From (4-13)), we can consider the Ho, performance in order to minimize the influence of the
disturbance w(t) on the estimation error signal e(t) in g, through using the expression

1G($)loo == [|(sIn = AL) "' Bullw <7, 7 >0 (4-15)
where 7y is the upper bound of the Ho.-norm, that is,
le@®I < ¥ [lw@®)?, (4-16)

for w(t) # 0. Note that the previous inequalities can be rewritten by the Ho-approach on
the transfer function

1G(3)]|oe = max 1O (4-17)

w0 [w(@)]| ~
Such inequalities in (4-15))-(4-17)) are validated if all its eigenvalues of Ay must be in the

left half of the s-plane. In the Ho approaches, there are some ways to guarantee equivalently
the asymptotic stability of Tp. One of them is the so-called Bounded-Real Lemma (BRL).

In this chapter, we propose the use of dissipative theory, combining the notion H., to
guarantee the convergence property of the observer. Let the dissipative inequality,

V(e(t)) — we(t), w(t)) < —eV (e(t)) (4-18)

where, V(e) is the storage function, and w(e,w) stands for the supply rate for Tg. In
particular, we consider quadratic supply rates, described as,

=[] 2 3][:]

with Q € R, S ¢ R™!, R € R™! and Q, R are symmetric. From the cost functional,

Fle,w) 2 /0 () e(r)dr — A2 /O " () w(r)dr, (4-20)

we have the supply function matrices that are (Q, S, R) = (—1I,,,0,72[).

The following proposition establishes the conditions to ensure exponential stability in the
system T g, using the dissipative method.

Proposition 4. Consider the linear system Y 1, subjected to the bounded disturbances/uncer-

tainties as in the Assumption @ If there exists the matrices P = PT > 0, L and the scalars
€ and ~y such that

AP+ PA, +1,+¢P PB,

<0 4-21

B P —~2, ( )

is fulfilled, then Yo, is a convergent observer.
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Proof. We propose the storage function, given by a positive-definite quadratic form,
V(e)=el'Pe, P=P">0. (4-22)

Considering the dissipative inequality in (4-18)), the difference of the time derivative of V' (e)
along the solutions of Tg minus the supply rate,

. e 1" [AJP+PA, PB, ][ e el [ -1, 0 e
SRR ) e | Y P B e |
< —€e' Pe.

Therefore, we have V(e) < —eV (e). This completes the proof. O

Remark 8. The matrixz inequality in is generally a nonlinear matrix inequality in
the parameters (P, L, 7), being hard to solve. There are many cases to reduce the matrix
inequality complexity to a Linear Matriz Inequality (LMI), or even a Bilinear Inequality
Matriz (BMI) problem. We present some simplifications:

1. The inequality matriz in (4-21)) can become a BMI in (P, L,€) when v is fized.

2. We can replace the term eP, which is bilinear, by €I, which does not modify the feasi-
bility of the matriz inequality in (4-21)).

3. In the term PA;, = PA— PLC, which is bilinear, we use a change of variable L = PL
to rewrite it as PA;, = PA+ LC. Then, this latter expression is linear in (P, L). The
gain L is obtained by L = P~YL. Therefore, the matriz inequality in is an LMI
in (P, L) fizing 7.

‘b

_
B 7/ —a 0

Figure 4-1: Strip region D, g.

We can integrate the D— stability approach to guarantee the convergence property of the
observer Tp,. In such an approach, we accelerate the observer dynamics by considering
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the location of the eigenvalues inside stability regions. In particular, we take the D—region
defined by the following segments, which is depicted in Figure [4-1]

Dy s={a+jb|—p<a<—a}l. (4-23)

The following proposition combines the dissipativity conditions of the Proposition [ and
the 1D, g-stability approach.

Proposition 5. Consider the linear system Y, subjected to bounded disturbances/uncer-
tainties as in the assumption @ If there exists the matrices P = PT > 0, L and the scalars
€ >0 and v > 0 such that

AP+ PAp +2aP+1,+¢P PB,
<0 4-24
[ BJ)—P _72[m - ( )
—~A]P—PAp —2BP+1,+¢P PB,
<0 4-25
[ Bl P 2, |~ ( )
is fulfilled, then Yo, is a convergent observer.
Proof. We consider that (A; + al,) is Hurwitz. From the storage function,
V(e)=e'Pe, P=P">0, (4-26)

then the dissipative inequality in (4-18) is expressed as

. € ! L OénT L Ay, w (&
V@_“('):lw] l(A—}-I)gT%—P(PA—f-I)POB][w]
e ’ -1, 0 e
-l L]
< —¢e' Pe.

Hence, we obtain the following inequality matrix

AP+ PAp +2aP +ee'Pe PB, _ -1, 0
B P 0 0 ~%I,

which is expressed in the matrix inequality in (4-24)). Similarly, we consider —(Ay + 5I) is
Hurwitz from using the same storage function in (4-26f), then we have

<0.

—(Ap + BL,)"P — P(AL + BI,) + ee"Pe PB, e O
Bl P 0 0 %I,

The latter is equivalent to the matrix inequality in (4-25). Therefore, Ay is a D, g—stable
matrix. [
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Partial-Ordering Condition

The next proposition considers conditions to preserve the bounding of the estimation error
in the system Y pg.

Proposition 6. [Meslem et al.| (2020)] The state-space representation (Yo,, Yo,) in (4-7))-
(4-8)) provides a tight outer approximation of the reachable set of system Yg in (4-9)). That
is, for any & C R™, there are lower and upper bounds {gto), é(to)} such that the following
inequalities are satisfied:

E(to), t (& (to) t € (to) y Ve(to) € g[) (4—27)
Then, the solutions of (Yo,, Yo,) fulfill, for all e(t), the following inequalities

e(t) = e(t) = e(t). (4-28)
Moreover, if the matriz Ay, is Hurwitz, then the practical stability is achieved for Yo, satis-
fying the following inequality

lim (e (t) —e(t)) =< ¢, (4-29)

t—00 -

for all initial condition e(ty) € &, where ¢ is a positive real vector.

It is now possible to blend the conditions of the Proposition [6] and method H, to design
the interval observer, which is composed of (Yo,, To,, Yo,), for the disturbed/uncertain
linear system in Yy,.

Proposition 7. Consider the Assumptions@ and@. If there exists the matrices P = P > 0,

L and the scalars € and vy such that the conditions of the Propositions [ and [0 hold. Then
(Yo,, Yo,, Yo,) is an interval observer for the linear system in Yp,.

Proof. The convergence condition is derived from Proposition dl The partial ordering con-
dition follows from Proposition [6] by noting that this case requires the interval predictor
combined with the Luenberger-type observer. O]

Notice that if the Assumptions [2] and [3| hold, that is, the initial conditions and the per-
turbations of the plant are bounded, then an interval observer is given by (Yo,, To,, T o)
for the uncertain/disturbed plant Y, satisfying the next conditions:

=>

0= Tormo ==y = w(t) = a(t) = 2(t). (4-30)

&>

This latter inequality describes the typical behavior of the interval observers. The following
algorithm presents a code to implement an interval observer
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4.1.1 Pseudocode for the Proposed Interval Observer

Below, we provide pseudocode for the interval observer described in this section.

Algorithm 1 Interval Observer from Luenberger Observer and Predictor Estimator
Require: System matrices A, B, C, D, B,,; bounded disturbances w(t), w(t)

Ensure: Interval state estimates Z(¢) and 2 (t)

Read A, B,C, D, B, w(t), w(t)

Verify observability (or detectability) of the pair (A, C)

Solve the LMI conditions in (4-21)) or (4-24])-(4-25) to obtain the observer gain L
Construct the Luenberger observer Yo,

Build the interval predictor Yo,

Form the interval observer T, {4-8

return z(t), 2(t)

4.2 Fault Detection Based On the Interval Observer

Consider the class of systems as follows

o { #(t) = Az(t) + Byu(t) + Buw(t) + Fo fi(t), x(to) = o, (4-31)

y(t) = Cz(t) + Cyn(t) + F f5(1),

where z(t) € R™ is the state vector, u(t) € R™ is the control input vector, y(t) € RP is
the output vector, f(t) denotes leak fault, w(t) is the unknown disturbance and parametric
uncertain, and 7)(t) is the noise vector. The matrices A, B,, By, Fu, Fp, C, and C, are
constant matrices with appropriate dimensions. The fault distribution matrices are indicated
by F, and F,. In particular, fi(t) represents the term of leaks, and f,(¢) stands for sensor
faults. The magnitude and time occurrence of the faults are considered unknown. We
consider the next assumption.

Assumption 4. Suppose that the measurement matriz can be subjected to parametric un-
certainties, expressed by C'+ AC, which is bounded by the inequality,

Cy=C+AC = C+AC = C—AC =: Cy, (4-32)

where Cy and Cy are known bounds. Finally, we also consider that the noise signal n(t) is
bounded by intervals as follows

3
—~
~
~—
Y
3
—~
~
~—
Y

n(t), vt > 0. (4-33)

Using the interval observer, composed of (T¢,, To,, Yo,), for the plant Y|, affected by
the occurrence of faults, the estimation error dynamics is now given as
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- { é(t) = Ape(t) + Do(t) + Efu(t), e (to) = e, (34)
Ye

(t) = In€(t)7

where v(t) = [w(t) n(t)]" is the bounded unknown vector of the noise and uncertainty , and
fut) = [fi(t) fs(t)]" stands for the fault signals. The augmented matrices are

D=[B, —LC,)

and
E=F, —LF).

Moreover, we define the new variable

r(t) = y(t) —y(t)

(4-35)
= Ce+ Cyn(t) + Fy fs(t),

which denotes the residual signal given by the difference of the measured and estimated
output. Furthermore, the following expressions

A

(1) = y(t) —y(t)

- B (4-36)
= Celt) + Cy(t)

r(t) = y(t) = §(t)
= Ce(t) + Cyn(?),

where 7(t) and r(t) are the upper and lower (bounds) adaptive thresholds of the residual.

(4-37)

Definition 18. The fault detection scheme is defined by the comparison between the resid-
ual signal r(t) and the adaptive thresholds (r(t), 7(t)) in order to detect the occurrence of
faults on the plant Tp. If the r(t) exceeds the interval generated by the adaptive threshold
[r(t), T(t)], then faults can be detected. Otherwise, the residual inside the interval [r(t), 7(t)].

The following theorem states the conditions of the fault detection scheme based on the
interval observer’s estimations.

Theorem 1. Consider the plant Yg, subject to noise, parametric uncertainties and/or dis-
turbances, which satisfies the assumptions[1], [3, [3, and[f. Moreover, suppose that there exist
the matrices P = P = 0, L and the positive scalar ~ such that the condition hold.
The fault detection scheme guarantees the occurrence of a fault in the plant Ty by means of
the following set

T(t) [[(t), (t)] if fu( ) =0, (4—38)
r(t) & [e(6),7(0)], i fult) #0,
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Proof. 1f f,(t) = 0, that is, f;(t) = 0 and f,(t) = 0, this leads to 7(¢) = r(t) and r(t) = r(t),
which implies that §(t) = y(¢) and y(t) = §(t) due to the property of increasing monotone
(1), (t)] This idea is not preserving when there exists the
# 0 or fs(t) # 0, resulting 7(t) < r(t) or r(t) = r(t), which

functions. Then r(t) € [r
occurrence of a fault f(t)
implies that §(t) < y(¢) or y(t) < g( ) losing the partial ordering of the increasing monotone
functions, leading r(t) ¢ [r(t), 7(¢)]. O

Remark 9. Note that the residual values will be inside the set r(t) € [r(t), T(t)] when the
plant is fault-free, which is equivalently written as y(t) € [9(t), §(t)]. In particular, when
there is mo presence of parametric uncertainties, disturbances, or noise, then y(t) = §(t) =

§(t). If there is an occurrence of faults f,(t) # 0, then the output will be outside the set,

y(t) ¢ [9(t), 9(1)].

4.3 Numerical simulations

In this section, we verify the effectiveness of the above method for detecting the presence of
faults in the pipeline system presented in the previous chapter.

We become the linearized pipeline model to the class of uncertain and perturbed systems
in Tg in (4-31), which is also subject to faults, with states * = [Qy, Ha, Q2]. Hence, the
matrices of Ty as

0.000055 —0.000000056 0 [ 0.0005638 0
A=1x10* [4.104794 0 —4.104794 | , B = 0 0
0 0.00000016  —0.0000550 i 0 —0.001691
0 _
1 1 0 1
F,=1|11|, EF= . C = . C, = . By, = 0441.
<o) -e=o 0 1] =g ] mumom

The designed parameters are

0.00088  —0.000447
L=1x10"| 258239 0.708037 |, and v = 1.12.
—0.00042 0.0021035

such that the conditions of the Proposition [7] are fulfilled.
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We consider three scenarios for the interval observer-based fault detection design:

1. There are no uncertainties in the pipeline model, but noise exists in the measurement
sensor for ().

2. There exists the occurrence of a leak.
3. We consider an intermittent sensor fault in Q.

In the first test, we consider the case without a leak but there is the presence of noise,
which is bounded by the set 7(t) € [n,7], where 77 = 5.9987 x 107° and n = 4.2156 x 10~.
In addition, the initial conditions for the plant are Q19 = 0.01842 %3, Hyy = 9m, and
Q20 = 0.01842 m{’ The inputs are H, = H;,, = 18 m and H3 = H,,; = 6 m. Fur-
thermore, the initial conditions for the interval observer are T, = [0.020, 18.5, 0.020] and
o = [0.0006, 7.5, 0.0006], which satisfies the assumption . Figures illustrate the
behavior of the pipeline model and the interval observer, without the faults, but the presences
of bounded noise.
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Figure 4-2: Behavior (); and their upper and lower estimations of the interval observer
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Figure 4-3: Behavior Hy and their upper and lower estimations of the interval observer

Hy = Hf H, = H;.
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Figure 4-4: Behavior Q; and their upper and lower estimations of the interval observer.Q, =

Q3.Q, = Q.
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In the second test we investigate the occurrence of a leak. The leak is introduced as an
unknown input of magnitude ); defined in ; therefore, the leak signal is modelled as
f(t) = NH(t — t;), where H(t — t;) is the Heaviside step function activated at the leak-
occurrence time t;. Measurement noise is added, and the initial conditions and bounds are
the same as in the first test. Figures show the responses of the pipeline model
and the interval observer during the leak event, demonstrating that the proposed method
successfully identifies the fault. Detection is corroborated in Figures and where the
residual leaves the admissible interval, i.e. r(t) ¢ [ﬂ(t), ?(t)}.

x10
T

6.5 -
6.4 A A—
*Ql _Qf 7@1
63 | | | | | | | ]
20 30 40 50 60 70 80 90 100

Time ¢ [s]

Figure 4-5: Behavior ()1, with the occurrence of a leak and presence of noise, and their

upper and lower estimations of the interval observer.Q, = Qf,@l = Qf.

In the third test, we consider the occurrence of an intermittent sensor fault and a leak, as
well as there is the presence of noise. Besides, we set the same initialization and bounding
as in the first case. Figure shows the behavior of the flow ()7 and their estimations of
the interval observer. Similarly, it can be depicted in the residual in Figure 4-11]
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Figure 4-6: Behavior Hs, with the occurrence of a leak, and their upper and lower estima-

tions of the interval observer. Hy = 1':12Jr H, = [:]2_ .
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Figure 4-7: Behavior ()5, with the occurrence of a leak, and their upper and lower estima-

tions of the interval observer.Q, = Q;,QQ = 0.
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Figure 4-8: Behavior of residual r(t), which guarantees the occurrence of a leak at that

time.r; =7, r; =r1.
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Figure 4-9: Behavior of residual ry(t), which guarantees the occurrence of a leak at that

time.7y = ryi 1y = Q3.
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5 Interval observer-based FDI methods

This chapter delivers formal guarantees for fault detection and isolation in a class of per-
turbed linear systems. The proposed framework extends interval-observer designs—functionally
similar to state observers by (i) treating the fault signal as an unknown input and (ii) em-
bedding the fault condition as two static augmenting states expressed in a positive repre-
sentation. We then deploy this methodology to fluid-transport pipelines, enabling reliable
detection, localization, and magnitude reconstruction of single or multiple leaks along the
conduit.

5.1 Interval Observer design using the Positive
Representation method

The positive representation method, as discussed above, is based on the transformation of
a linear system into a cooperative system, enabling the use of positive system techniques
for designing an interval observer. This theoretical framework is focused on designing an
observer that ensures that the estimated interval system provides valid and accurate bounds
for the system states.

Consider the continuous-time linear system represented as:

Ax(t) + Bu(t) + Ed(t) + Ff(t), x (to) = w0,

Cat) + (). &)

—
w

——
T u
—~
~
~—
(1

Where z € R" is the state vector, u € R™ is the control vector, d € R™ is the disturbance
vector, f € R™ is the fault vector and y € RP is the measured output vector. Matrices
Ae R BeR™" F e R F e R (C € RP™ are known matrices describing the
system dynamics. The signal € R™ is the measurement noise and x(0) is the vector of
initial conditions
The goal of the observer design is to estimate the state x(t) of the system in the presence of
disturbances and noise, providing upper and lower bounds for the state.

To apply the positive representation method, the original or transformed system must be
cooperative. If the system does not naturally meet this property, it is transformed in the
following ways:
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e Decomposition of A: The matrix A can be decomposed into a cooperative part and
a non-cooperative part. When the A matrix in its original coordinates is necessary to
do a linear transformation, usually Jordan Transformation |Cacace et al.| (2015)) is used
to ensure the dynamics matrix of the transformed system is cooperative.

In the following sections, we will present how to derive an interval observer using positive
representation.

5.2 Interval Observers from Internally Positive Realization
We consider two variants of the plant:

1. Unknown—input scenario. The fault acts as an unknown input that directly per-
turbs the system dynamics.

2. Augmented—state scenario. The fault is represented as an additional state, enlarg-
ing the state vector to capture the fault’s dynamics explicitly.

Building on the positive-representation framework of |Cacace et al.| (2015), we design an
interval observer that:

o treats the fault signal f(¢) as an extra disturbance,
« employs a Lyapunov-based synthesis to guarantee fault sensitivity, and

e preserves strong robustness against all other bounded disturbances.

The system introduced below complies with these specifications and serves as the basis
for the subsequent derivations.

5.2.1 Design
Consider the system Yy, s defined in (5-1)

©(t) = Ax(t)+ Bu(t)+ Ed(t) + Ff(t)
Tans =4 yt) = Cz(t)+n(t) (5-2)
z(0) = zo

with z(t) € R"u(t) € R™, y(t) € RPd(t) € R™ f(t) € R™ n(t) € R? and the matrices
A, B,C, E, F have known dimensions. Assume that there are known bounds for the input
disturbances d(t), represented as an interval vector

d(t) = [d(t), d(t)].
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The fault vector f(t) is assumed to be unknown; the measurement noise 7(t) is bounded and

is represented by an interval vector.

The initial conditions are also bounded, with the interval vector of initial conditions rep-

resented as
I —
CC(] - |:£07 J;O:| Y

where x, and Ty denote the lower and upper bounds, respectively.

The dynamic interval system is described by:

with initial conditions
Z(0) = G(z, 7o),

and outputs:
[z(t),  7(t)| = [Ti(t,2), T(t.2)].
The system is defined as an interval observer if the following conditions hold:
1. The dynamic system ([5-3)) is Input-State Stable (ISS) (see Sontag) (2007))).
2. For any interval vector of initial conditions z(0)’, the solutions x(t) and Z(t) of (5-2)

and ([5-3|), respectively, satisfy the inequalities
z(t) < 2(t) 2 T(t), V>0

3. If the normed spaces of ||d(t) — d(t)||, and ||7(t) — n(t)| are uniformly bounded, and
f(t) € Ly, then ||Z(t) — z(t)]| is also uniformly bounded. Moreover, if

d(t) = d(t), mt) =n(t),

for all t > 0, it can be concluded that
[z(t) — z(t)]| — 0.

Before we describe the I PR of the interval observer, first we must consider the conditions
for a well-posed positive Luenberger observer for the system described in (j5-1)).

Given an internally positive system (5-2)), the following Luenberger observer is used:

1) = 14@ (t) + Bu(t)+ L(y(t) —Cz(t)) (5-4)

0) = o

S -
—~

o~ {
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The dynamic estimation error é(t) between the dynamic system in (5-2)) and the Luen-
berger observer given in ([5-4)) is

&(t) = Ape(t) + Ed(t) + Ff(t) — Ly(t) (5-5)

where A = A — LC, being L the observer matrix such that asymptotic stability of the
estimation error e(t) — 0 when d(t) = f(t) = n(t) = 0 and when d(t), n(t) and f(t) are
uniformly bounded, then e(t) will also be ultimately bounded.

Proposition 8. Consider the systems Yg that satisfies the previous assumptions (without
occurrence of faults). If there exists the matrices P = P' >0, H= HT > 0 and L such that

P(A-LO)+(A—-LCO)Y'P+H <O,
M
Ap = 0 (Metzler) and E > 0, then Yo is an Interval Observer for Ts.

Proof. The stability of the estimation error can be demonstrated by considering the quadratic
Lyapunov candidate function, V(e(t)) = e(t)T Pe(t), where P = PT > 0 is a positive definite
matrix. The time derivative of this Lyapunov quadratic function is:

Vie(t)) = CZ(e@)TPe(t)) = e(t)TPé(t) + é(t)T Pe(t) (5-6)

To achieve asymptotic stability of the estimation error for the case where d(t) = n(t) =
f(t) = 0, the matrix (A — LC') must be Hurwitz, i.e. a Lyapunov equation is guaranteed for
some positive H, that is

P(A—LC)+ (A—LC)"P+H <0

By solving this LMI, it is possible to find a suitable observer gain L that satisfies this
condition, ensuring that the unperturbed estimation error converges to zero when d(t) =
£(t) = n(t) = 0.

To ensure partial ordering, the property of cooperativity is applied. Consequently, Ay is
required to be Metzler.

If disturbances, noise are bounded and the failures f(¢) — 0, boundedness of the estimation
error can be guaranteed. To demonstrate this, the Lyapunov derivative in equation
can be rewritten as:

V(e(t) = —e’ (t) He (t) + e’ (t) PBw (t) +w” (t) BT Pe (t)

where B = [E F L] and w = [d¥ fT nT]T. It can be easily shown that there exists an
attractive set, which depends on the bounds imposed on w, such that |le(t)|| < ¢ for a long
enough time ¢. O
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Previously, we have demonstrated the ultimate boundedness for all bounded external in-
puts. Now we separate the disturbances and noise from the faults, since part of our goal is
to distinguish them apart. The second part of this proof will examine the behavior of the
stability of the system when the fault f(¢) is analyzed separately and assesses its impact on
the estimation error.

Remark 10. The following theorem builds on the work of |Cacace et al| (2015), extending
it to incorporate separate fault signals f(t), disturbances d(t), and noise n(t) into a dynamic
system, thereby establishing a positive-representation framework for a state observer.

Theorem 2. Consider the system Y qq) r)m) described in (5-2)) with L € R™™ with Aj, =
A — LC, such that L is selected to ensure that the positive representation of Ay = [Ag] is
Hurwitz. Define the (positive representation) observer system

Z2(t) = [A)Z(t)+ Br(u(®)+ Ln(y(t)
To=4 Z(0) = 7(%) € R (5-7)
2t = AJZ(t)

where B and L are the positive representations of B and L respectively, and 7(-) is the
positive representation of the signal.
The matrix [AyL)] is defined as

ot (A —at)T (A )
(A —dte) a4 (AL —dr)
In addition, the following properties hold ¥ t > 0:
e Z(t) =0

[AL] = +

o if d(t) = f(t) = n(t) = 0, then Z(t) exponentially converges to x(t). Furthermore if
Z(0) = m(x(0)), then &(t) = x(t)

o if x(t),d(t),n(t) are uniformly bounded and f(t) — O , the positive representation Z(t)
s uniformly bounded.

Proof. The positive representation Z(t) follows from the assumption that [Ay] is Metzler,
and B, L are non-negative, the input vector 7(u(t)) is positive and the initial conditions
are positive representation Z(0) = 0. The affirmation Z(t) — x(t) exponentially when
d(t) = n(t) = 0 and f(t) — 0 concludes from the fact that (5-4) defines the Luenberger
observer Yo is internally positive realization. To prove this: Given z(t) = A, Z(t)

T(t) = AZ(t)

A (ALl Z (1) + ApBr (u(t)) + Ap L (y (1))
ApA,Z (t) + Bu (t) + Ly (t)
= Ap&(t)+ Bu(t)+ Ly (t)

(5-8)
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Concluding that (5-8)) is the Luenberger observer defined in (5-4)). Since [Az] is Hurwitz, the
bounded condition of x(t), and therefore 7(y(¢)), and of d(t),n(t), f(t) — 0 also concludes
that Z(t) is bounded. O

A set of state observers constructed using / PR under Theorem [2|is designed as an interval
observer. The following Lemma establishes the properties of the interval observer, ensuring
that the estimation trajectories remain bounded between the lower limit Z and the upper
limit Z.

Lemma 3. |Cacace et al.| (2015) Given the state vector x(t) € R™ and its positive represen-
tation X (t) € R3" . Given x(t) = A, X(t) and considering the lower and upper bounds as
the following positive vector respectively:

xw=[xT®) x| err Xo=[X"1 X)) cry

Vit>0, with

then
X () =X () 2w () 2 X (1) - Xy (1) (5-9)

The interval observer consists of two subsystems, as described in Theorem [2] It is conve-
nient to represent the disturbance d(t), fault f(¢), and noise n(t) as:

Proposition 9. Given an known fault signal f(t) — 0 the following consolidated vector is
proposed

V(t) = Ed(t) + Ff(t) — Ln(t)

From the gain of the observer L, an interval-bound representation of the equivalent dis-
turbance, 7! (t) = b(t) W(t)}, can be derived. This interval represents the bounded effects
caused by the disturbance d(t) and the measurement noise 7(t) with a fault signal unknown
f(t) — 0.

Theorem 3. For the system Yau) r)ne) given in (5-2), with L € R™ 9, where [Af] is
Hurwitz and Metzler, and with w(t) being bounded, the following dynamic system holds:

Z(t) = [A) Z (1) + Be (u (1) + L (y (1) + Py (v(1))
2 (t) = [AL) Z () + BO (u(®)) + L (y (1)) + Doy (7 (1)) (5-10)
Z(0) = @40) (2(0)), Z (0) = Py(o) (T (0))

Here,
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denote the positive representations of the interval vector v (t), which captures disturbances
and noise under the assumption f(t) — 0. Likewise,

@(u(t)) and @(y(t))
are the positive-representation functions of the input and output signals, respectively, and the
functions ) (Q(O)) and Pz (f(O)) denote the positive representations of the initial-
condition interval vector. The equivalence of this system in the original coordinates is

() =[L.  Owen |Z() ~[ Own L. |Z(1)
(5-11)
Zt) =L, Ouwn|Z®)~|Owpw L. |Z()

It is an interval observer for Xaw sy m) for z(t) 2 o (t) 2T (t).

Proof. According with the interval observer exposed in (5-10), its configuration proposes
two positive subsystems because Z(t), Z(t) € R3", and therefore the state of the interval
observer is given as Z(t) = { Z ()  Z() }T € RY". And it is known that [A;] is Hurwitz
and Metzler, then (5-9) is Input State Stable (ISS), and therefore the positive state Z(t) is
uniformly bounded if the input u(t), y(t), and I'(¢) are uniformly bounded. For proving that
z(t) < z(t) 2 Z(t) the following procedure shows that:

X() = [ALlx(t) + Br(u(t)) + Lu(y(t) + 6(I(t))

where x(0) = ¢40) € R3" represents an Internally Positive Realization (IPR) of the system
), f(t)m(t), with the original coordinates related by x(t) = A,x(t), the next step is to
demonstrate that the inequality Z(t) < x(t) < Z(t) holds for all ¢ > 0. This condition
arises from the fact that the trajectories satisfy the monotonicity property, given the initial
condition bounds Z(0) < x(0) < Z(0), and the expression ¢(L(¢))r@ = A(IL(E))re =
O(I'(8))r)- B

This inequality leads to the conclusion that if ¢(I'(t)) = ¢(I'(t)) for all ¢ > 0, the two
subsystems will converge, yielding coincident estimates. Moreover, the Hurwitz property
of [Ar] ensures that || Z(t) — Z(t) ||— 0, and consequently, || Z(t) — z(t) ||— 0 as well.
In addition it is necessary to prove that if | T'(¢) — L(¢) || is bounded also || Z(t) — z(t) ||

is bounded. If the dlference = = z(t) — z(t) is expressed as the positive transformation
equivalence: = = [ L, } ( t)y Z() ) From this:
XO=|1 L |Al(z2¢) Z@)
T () - (t) (5-12)

= (d44 | Ay —d ) x () +T (1) = L (¢)

with [Az] being both a Hurwitz and Metzler matrix simultaneously.
The matrix da, + |ArL — da, | is Hurwitz, because the eigenvalues A(da, + |AL — d4,|) are a
subset of A\(Az). Consequently, the fact that || T'(¢) — I'(¢) || is uniformly bounded implies
that || Z(t) — z(t) || is also uniformly bounded. O
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5.2.2 The interval observer defined by a coordinate transformation

. This situation occurs when the matrix in its positive representation, [Ay], with the chosen
gain L, does not result in a Hurwitz matrix. To address this issue, a method proposed
by |Cacace et al| (2015), based on the Real Jordan Form, can be applied. This method
transforms the matrix A; € R™" into its positive representation [A] € R3*" ensuring
that it is both Hurwitz and Metzler simultaneously.

Remark 11. Typically, the observable canonical form is used to design state observers.
However, when aiming for a positive system representation, one cannot simply place the
eigenvalues in the observable canonical form and expect the resulting matrix to be both Hur-
witz and Metzler. The A-matrixz of the canonical observable representation is not Metzler
and as a result, it is necessary to apply a linear change of basis to the closed-loop matriz
Ay, transforming it into a Hurwitz and Metzler form before performing the positive system
representation. In other words, using the observable canonical form alone is insufficient;
one must first use a suitable linear transformation to obtain a matriz that is simultaneously
Hurwitz and Metzler prior to the positive representation.

The following procedure outlines this method:

« Find L by assigning to A — LC' a set of eigenvalues in a region S, defined as:
SCC_|S={2z€C:R(2)+|3(2)] <0}

if the matrix A— LC' is in Real Jordan Form, its positive representation [Ay] is Metzler
and Hurwitz if and only if its spectrum o(Az) C S. This transformation guarantees
that the Jordan matrix, which contains only real eigenvalues, satisfies the observer
stability condition |Cacace et al.| (2015).

o find the simmilarity transformation for converting Ay, to its real Jordan Form Jy.

o Finally, design the interval observer for the transformed system and translate the
resulting interval back to the original coordinates.

Proposition 10. Given the system: Tqu) r)n@) exposed in (5-2), where L € R"*9 such that
the eigenvalues o(Ar) C S a bound equivalent to the total disturbance state y(t) : y(t) =
v(t) 2 7(t) and a nonsingular matriz T € R™" the real Jordan Form will : J, =T AT,
With the transformed functions for the total disturbances, Wr ) (1(25)) and Vrzq (ﬁ(t)),
which are the interval functions described earlier, the system becomes:

(t) + Brm (u (1) + L (y (1)) + Yoo (1(1)) (5-13)
(t) + Brm (w(®) + Lo (y () + Pr0 (7(2)
with:

Z(0) = Vrz0) (2(0)) , Z(0) = Yru) (T(0))
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and with the interval estimate states in original coordinates:

(t)

I, O -
() =

L, O,

z (1)
. o T (5-14)

[z I'Z (t)
(t) 7 17 (t)

n
n

where: [Jp] is Metzler and Hurwitz, and By, Lt are the positive representation of Br =
T-'B and Ly = T 'L respectively.

Proof. The interval observer described in equations is Input-to-State Stable (ISS)
Sontag| (2007), since the Hurwitz properties of T~'A;T are preserved in the positive rep-
resentation, ensuring o(T*A.T) C S. Furthermore, to guarantee the inclusion property
of the observer in the interval on bounded trajectories, it is essential to verify the positive
nominal condition of the estimated state X (¢), ensuring that X(¢) < X () = X(t), where
X(t) € R*™.

X (t) = [Je) X (1) + Br () 7 (u (1) + Lr () 7 (y (1)) + W (7 (1)
with X (0) = Urg0) (2 (0)), V 2(0) = 2(0) = 7(0) , such that the transformation in
original coordinates is z (t) = TA, X (t). Additionally, the cooperative properties of the

trajectories are preserved because the positive transformation of the matrix 7" guarantees
the following equivalence:

Xty = %)
< X)) e TX@) < TX@) < TX0)

5.2.3 Designing the Observer Gain

The design of the observer gain L plays a crucial role in ensuring that the estimated state
bounds converge accurately to the actual state of the system. The general structure of a
Luenberger observer for the system described in (5-4) is given by:

2(t) = A2(t) + Bu(t) + L(y(t) — 9(1))

Where Z(t) is the estimated state, §(t) = CZ(t) is the estimated output, and L is the
observer gain to be designed.

To ensure that the estimation error remains bounded, the error dynamics e(t) = x(t) —Z(t)
must be stabilized:

é(t) = (A— LO)e(t) + Ed(t) + Ff(t) — Lu(t)
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Where d(t), f(t) and n(t) represent disturbances and faults, respectively. The goal of
designing the gain L is for the matrix A — LC' to be Hurwitz, meaning that all its eigenvalues
have negative real parts, ensuring the stability of the estimation error.

The gain L is designed under the following conditions:

o Stability: A — LC' must be Hurwitz. This can be achieved by solving a Lyapunov
equation or formulating an optimization problem.

o Cooperativity: It is essential that the resulting system preserves the cooperativity
property, ensuring that the observer maintains the order relationships between the
upper and lower state bounds.

o Optimization: In some cases, the design of L can be formulated as an optimization
problem, minimizing the size of the estimation intervals under stability constraints.

Through the use of Liapunov functions the idea is to verify that the interval observer
ensures the stability of the estimations. According with the exposed above the purpose is to
define the Lyapunov function that describes the estimation error for assuring the convergence
error to zero between the bounded estimations about the real state, taking into account the
disturbances d(t) and measurement noise 7(t). Note that at this point the system, will be
assumed to be fault-free, i.e. f(t) — 0,but not f(¢) = 0. Assuming a quadratic Liapunov
function V' (e (t)) = e” (t) Pe (t),By expanding the equation (from (5-6))) we obtain:

V(e(t)) =eT (t) PAe(t) — €T (t) PLCe (t)
+el (t) AT Pe (t) — €T (1) CTLTCT Pe (1)
+e' (t) PEd (t) + et (t) PEf (t) (5-15)
—el' (t) PLn (t) + d* (t) ET Pe (t)
+fT(t) FT Pe(t) — n” (t) LT Pe (t)

where () = PL. According with , in this Liapunov Quadratic Function the expres-
sions, P is a symmetric matrix P = PT and positive definite P = 0 with L = P~'Q, and
the expressions e(t)T PEd(t), d(t)T ETPe(t), e(t)T PFf(t), f(t)TFT Pe(t), T (t)Qn*(t) and
n*(t)Q"e(t) must be minimized for assuring the stability conditions therefore it is necessary
to define a Cost function for obtaining this purpose.

Proposition 11. Define an appropriate minimization problem in the following way:
min J < 6%d” (t)d (t) + 7°n" (t)n (1) (5-16)
such that 6 and 7 are scalar values where 0 < 8 <1 and 0 < 7 < 1. being

J=V(Ee)+rTrit) < 0
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The goal is to determine the values of P and L that minimize the effect of d(t) and n(t)
on the residual, i.e. the smallest possible values for 6 and 7 that solve the constraints.

If the minimization problem is solved for some positive definite P, the following are true:
1. Stability: The observer error system is stable, meaning that e(t) — 0 as t — co.

2. Optimality The matrix gain L is such that it minimizes the effects of both d(¢) and
n(t), i.e. # and 7 are small.

In the cost function J, the term r(¢) represents the residual signal, defined as:

r(t) = y(t) = §(t) = Cx(t) +n(t) — Ci(t) = Ce(t) +n(t).

Furthermore, noise corrupts the measurements, therefore affecting the residual. Using the
S-procedure, the constraints can be rewritten as a single constraint. First note that

rf () r (t) =T (t) CTCe(t) + e () CTy(t) + 1" (t) Ce(t) + 1" (t)n (1) (5-17)

Now note that the minimization problem is solved if the inequality J has a solution for
some P for small enough 6, 7, where

_ ( ) yr(t) — 62dT(t)d(t) + 2T (t)n(t) < 0
ef(tyPAe(t) — " (t)PLCe(t)
+ el (t) AT Pe(t) — '(t)CT LT CT Pe(t)
+ e tPFf()

tYPEd(t) + e'(
) (

Here, the variable () = PL is introduced in order to “linearize” the bilinear matrix equation
in (5-18). Now, equation (5-18) will be developed as an LMI to express the conditions
outlined above, and a line search algorithm is used to achieve the minimum of d(t) and 7(t).
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Equation (5-18) may be expressed in matrix form as follows:

)] ([He(PA=QC) PE PF Q] [C"C 0 0 0 7\ (e
d(t) * 0 0 0 0 —-6*1I 0 0 d(t)
+ <
Ft) * x 0 0 0 0 0 0 f(#)
Kol I * x % 0] |0 0 0 —721] n(t)
)] [He(PA-QC) + C'C PE PF Q][
d(t) * -6’1 0 0 d(t)
— <0
f() * x 0 0 ||f®
7(t)] I * * x  —T7]] n(t)
(5-18)
where He{.} denotes the Hermitian part of PA — QC. For this resultant expression the
term:
He(PA-QC)+C'C PE PF -Q
* —6*I 0 0
< -1
* 0 0 0 =0 (5-19)
* 0 0 -7

As indicated by the last expression in , the matrix inequality is singular, preventing
the determination of matrices P and () under these conditions. However, if the fault signal
f(t) — 0, the matrix inequality becomes solvable, as it is no longer singular. Thus, for
Vf(t) — 0, the matrix inequality is expressed as:

He(PA - QC) +CT'C PE —Q
* —02] 0 <0 (5-20)
* 0 —72]

5.2.4 Augmented system representation with added fault states

In this scenario, the fault is treated as an additional state in the system defined by many
authors as fault models Besancon et al.| (1996)), Torres et al.|(2014). The following approach
is proposed for constructing an interval observer in a positive representation for the system
described through the following analysis:

Given the following interval dynamic system:

Tcll(t),n(t) = (5-21)



72 5 Interval observer-based FDI methods

The nominal dynamic system :

&= Ax (t) + Bu(t) + Ed (t)
Taw) ()
y () = Ca (t) +n (1)

is associated with the interval dynamic system described in (5-21)) and is given by:
Az (t)+ Bu(t) + Ed (t) 2 Az (t) + Bu(t) + Ed (t) R AT (t) + Bu (t) + Ed (t)  (5-22)

This type of system, in its general form, is evaluated using methods proposed by |[Raissi et al.
(2010), |[Efimov et al. (2013). In this thesis, studies by Yang and Ma| (2021)); (Cruz et al.
(2023)), on interval system concepts are taken into account, particularly considering that the
fault directly impacts the system’s behavior, which could influence the open-loop stability
of the nominal system. The objective is to evaluate the uncertainties AA, AB, and AC
present in the matrices, which represent the parametric uncertainties associated with the
model. The goal is to identify these uncertainties in a way that does not affect the nominal
system’s behavior. Once complies the conditions for the nominal system described T g¢) )
are satisfied and to assurer that the uncertainties do not affect the open loop stability over
the nominal system the following lemma is proposed

Lemma 4. For the nominal system described Y g) nr), an interval observer is defined by its
lower and upper bounds as follows:
Lower bound:

Upper bound:

B(t) = AZ(t) + Bu(t) + L (y(t) — C7(t))
According to the positive representation:
(t) e R" — X(t) € R*",
(t) e R* — X(t) € R*™

The interval observer is based on the following assumptions:

z
T

1. Strong monotonicity conditions are satisfied, as described in Chapter 2.
2. The pair (A, C) is observable or detectable.

3. There is a positive representation for the matric A — LC, where A — LC € R™"™ and
[A — LC] € R*™ 2" ensuring that it is Metzler and Hurwitz. If it is Metzler but not
Hurwitz, a Jordan form transformation can be applied to transform the system.
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4. The matrices A, B, C' in positive representation are non-negative (that is, = 0).
5. The initial conditions (0) in positive representation are non-negative (that is, = 0).
6. The input vector u(t) in positive representation is non-negative (that is, = 0).
Proof. The estimation error dynamics for the interval observer are given by:
elt) = a(t) ~ 2(1),
e(t) =z(t) — x(t).
For this estimation interval error, we define the following Lyapunov quadratic function:
V(e(t)) = €' (t)Pe(t) + " (t)Pe(t).

The stability conditions for the Lyapunov function to ensure that the estimation error

converges asymptotically to zero are:

V(e(t)) > 0and V(e(t)) <O0.

The derivative of the Lyapunov function is:

Ve(t)) = e" (t)Pe(t) + T (t) Pe(t) + e (t)Pe(t) + & (t)Pe(t) < 0.

This can be expressed as:

[ e(t) 1" [ PA+ ATP —207QT 0 PE PF —Q1[e®]
e (1) * PA+ ATP —20TQT —-PE —PF Q e(t)
d(t) * * 0 0 0 d(t) | <0
) * * 0 0 0 f(t)
() | | * * 0 0 0 | [ n()

(

where () = PL and P > 0 is a positive-definite symmetric matrix.

Assuming the fault signal f(¢) must be equal to zero, the previous expression may be

reduced to

PA+ ATP —20TQT 0 PE —Q
* PA+ ATP —20TQT —PE Q@ <0 (5-24)
* * 0 0|~
* * * 0

This ensures exponential convergence of the estimation error when the fault signal f(¢) = 0.
Thus, the solution of the matrix inequality ensures that the observer error of the interval

will converge under fault-free conditions. O
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5.2.5 Pseudocode for the Proposed Interval Observer

The following pseudocode outlines the positive-representation interval observer introduced

in this section.

Algorithm 2 Positive Representation—Based Interval-Observer Design

Require: System matrices A, B,C, D, W
Ensure: Interval-state estimates [@(t), i(t)}

[
<

11:
12:

13:
14:
15:

16:
17:

18:
19:

Read A, B,C,D,W > Step 1

Verify observability of (A, C') > Step 2

Compute observer gain L via an LMI optimisation > Step 3

AL%A—LODStele

if Ay is Hurwitz and Metzler then > Step 5
goto Step

else> Step 6
Compute similarity transform 7" from the Jordan form of Ay
A TA T, Bi«TB, O+ CT™', Wi+ TW > Step 7
Obtain a positive representation of (ALl, By, O, Wl) > Step 8

Design interval observer to get Z(t) and ?(t) > Step 9
Map back to original coordinates:
() =T7'Z(t), T(t) = T~'Z(t) > Step 10

end if

Obtain a positive representation of (AL, B,C, W) > Step 11

Design interval observer to get Z(t) and Z(t) > Step 12
Recover estimates in original coordinates:

A
A

5-14]  2(t) = Z(t), T(t) = Z(t) > Step 13
return |Z(t), %(t)] > Step 14

5.2.6 Proposed Estimation Interval Residue

In this section, we present the estimation interval residue. For this analysis, we consider the

following assumptions.

1. The residue established between the measured state y,,(t) and the interval states,
defined by the lower and upper limits §?(t) = [g(t), @(t)}, must adhere to the concepts
of the Subset Property and Monotonic Inclusion introduced in Definition 7 of Chapter
2 of this thesis, we propose that, given a measured state y,,(t), the following condition

must hold:

Ym(t)

N
—
<>
—~~
—
S—
<
—~
—
S—
~
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2. Based on the above condition, the monotonicity between the lower and upper limits of
the interval estimation with respect to the measured state must satisfy the following
relation:

9(t) = ym(t) 2 9(1)
for all t — oo, even in the presence of uncertainties, perturbations, and noise.

In the context of conventional Fault Detection and Isolation (FDI) analysis, a false fault
refers to a false alarm or incorrect detection of a fault when no actual fault has occurred.
False faults can be caused by the following:

1. Sensor noise or disturbances that exceed the fault detection thresholds
2. Modeling errors or uncertainties in the system model used for fault detection
3. Fault signatures

To mitigate the impact of false faults in the FDI analysis, it is essential to use robust and
consistent data collection and reporting methods to ensure accurate and complete informa-
tion about FDI flows. Furthermore, using multiple sources and applying rigorous statistical
methods can help identify and correct any discrepancies or inaccuracies in the data.

Based on the discussion above, the new concept of using interval observers and interval
residues for FDI (Fault Detection and Isolation) analysis aims to enhance the reliability
of fault detection while minimizing the occurrence of false detections. The residue-based
interval approach, which is based on estimated interval states, allows for a more efficient
threshold setting that reduces the detection of false faults (Samy and Gu, 2011). Based on
the foregoing, the following analytical proposal is presented: Give the following system:

& (t) = Az (t) + Bu(t) + v (1)

(5-25)
y(t) = Cx(t) +n(t)
An observer is defined for (5-25)) as
i (t) = Az (t) + Bu(t) + LCz (t) + Ln (t) — LCZ (t) (5-26)
and the dynamic estimation error ¢ (t) = i (t) — & (t) is given as:
e(t)=(A—LC)e(t)+v(t)— Ln(t) (5-27)

An interval observer for the system ((5-27)) provides the following dynamic interval estima-
tion error:

é(t) = (A= LO)e(t) +u(t) - Ln(t)

(5-28)
)= (A—LC)e(t) +7(t) — Ly ()
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With v(t) defined as a bounded disturbance signal:

v(t) € [u(t), (1))

and 7(t) defined as a bounded noise signal:

n(t) € [n(). 7]

if || 7(t) —v(t) || and || 7(t) — n(t) || are uniformly bounded, then || Z(t) — z(t) || is
also uniformly bounded. Furthermore, if v(t) = v(t) and 7(t) — n(t) = 0 for ¢t > 0, then
|| z(t) — z(t) ||[— 0. Under these conditions, the relationship between (5-27) and (5-28) is
equivalent because, by the arithmetic properties of the intervals, e(t) — e(t) = e(t).

Based on the theory presented, the residual derived from the observers of the interval uses
the estimated interval state 2/ = [£(t),Z(¢)] € IR™ and the output state vector z(t) € R™.
This incorporates the following two estimation errors discussed in this study.

e(t) =2(t) —x (1)
e(t)=2(t)—x(t)

The expressions stated in (5-29)) are feasible under the conditions of monotonic inclusion.
According to the theory presented, monotonic inclusion occurs when an interval observer is

&>

(5-29)

constructed based on a positive representation.
A residue generator r(t) is defined as the relationship between

r(t) = ym (t) = 9 () (5-30)

where y,,(t) is the measured output state, that is, y,,(f) = Cz(t) and (¢) is the estimated
state, then an interval residue is proposed as:

r(t) =Ce(t) =Cz(t) — Cx(t) (5-31)

7(t)=Ce(t) = Cz(t) — Cz (1) (5-32)

Equations (5-31]) and (5-32)) fulfill the conditions of monotonicity, with the existence of an
interval residue being ensured.

=@, T ] (5-33)
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Based on the logical proposition above, the following fault-detection rule is defined:
NF, if r(t) € [r(t), 7(t)],

FE, ifr(t) ¢ [r(t), 7(t)].

Decision :

where

NF: f(t)=0

and

FE: f(t) #0

5.3 Theoretical calculation of the minimum leak area

In this part we exploit the interval residual produced by the observer,

to derive a theoretical lower bound on the leak cross—sectional area that can be detected.
According to leak—flow models in |[Santos-Ruiz et al.| (2018]); Torres et al.| (2014), the leakage
discharge @); relates to the leak area A; and the local piezometric head H; via

Qi =\ H, A= Cy\/2g A,

where Cj is the discharge coefficient and ¢ is the gravitational acceleration.
Because the observer returns an interval residual, a leak is declared whenever the leakage
flow exceeds the residual width, i.e.

Qi > 7(t) —r(t). (5-34)

Combining ([5-34)) with the expression for @), yields a lower bound on the detectable leak

area:

A > %‘ (5-35)

Equation (5-35|) thus provides the minimum leak area that the interval observer can reliably
detect using the interval residual r(t).
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5.4 Numerical Simulations

As outlined in Chapter Three, which describes the fluid model flowing through a pipeline,
this chapter applies the interval observer design method to the fault detection and isolation
(FDI) analysis. The analysis addresses two scenarios: the first treats the fault signal as an
unknown input, while the second considers the fault as two additional states in the linearized
system.

5.4.1 Fault as an unknown input

Given the following nonlinear model,

arp { C(t) = FO) + Gut) + fa(b),  ¢(0) =G,

(5-36)
n(t) = h(¢) + f5(1),

This model is linearized according with that exposed in (3.2.2), hence the system model can
be written as,

. { i(t) = Ax(t) + Bu(t) + fu(t), x(to) = o, (537)
+f

y(t) = Cx(t) + fs(1)

where z(t) = ((t) — ¢* is the state, u(t) = v(t) — v* is the control input, and y(t) is the
output of the system Yy. In addition, we consider f,(t) to represent the term of faults and
fs(t) to be the fault signal of the sensors. The latter terms f,(¢) = 0 and fs(t) = 0 are given
in the nominal case. A € R3*3 and B € R3*? are defined as Jacobian matrices of f(¢) + Gv
with respect to ¢ and v, respectively. In addition, C' € R?**3 is the Jacobian measurement
matrix of h(¢) with respect to (. Such Jacobian matrices are expressed as

a
—241C1o - 0 a1 0
e Az 10 0
A=| 2 ®A _ 2 = 0 0 . O = .
AZl 2ACZL’1\/C20 AZl 0 aq 0 01
1 7t
0 AN —2412C30 L — Az
(5-38)

With the system linearized and the leak considered as the fault signal f,(¢). The fault
signal is modeled from the parameter A given as:

fo=MH (t 1)

The interval observer outlined in Section 5.2.1 is designed to detect a pipeline leak based on
the data in Table [5-1l

Here, L denotes the pipeline length; D the pipeline diameter; Ay the cross-sectional area;
g the acceleration due to gravity; b the fluid velocity; and pq, po are coefficients related to
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Table 5-1: Numeric values of the parameters.
Parameter Numeric value Units

L 132.56 m
D 0.105 m
Ar 0.0087 m?
g 9.81 m/s?
b 1250 m/s
" 0.005 3
i 0.005 m3

the fluid’s physical properties, with H;,, = 18m and H,,; = 6m

The results obtained for the interval observer with the f, appears as a leak is tfqu =
tiea = 70sec, and its is shown in the following figures.

The residue of the interval proposed through only the interval estimations of Q! and QI ,
is shown in Figure [5-2]

0.01875 / ]
2 0.08r 0.0187 —— -
H 0.01865 \
2 0061 0.0186; : I
< 0.01855 ]
- 0.041 | | | | | ]
R 69.96 69.98 70 70.02 70.04 /
$0.02) — ~ — & -
/ _Qm _Qm/Qm
0 A | n | -
0

20 40 60 80 100

Figure 5-1: Inlet flow rate Q;, and interval estimate Q!

As the figures demonstrate, the interval residual reacts immediately when the fault ap-
pears, and the threshold—tuned with the data in Figure 5-1—updates accordingly. The
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Figure 5-2: Estimated interval residue 7

detection algorithm is then activated whenever the following logical condition holds::

fr(t)<0 vV 7(t) >a =1
(5-39)

fr(t)>0 vV 7(t)<a =0

where 1 is fault condition and 0 is not fault condition, and o = 1.8 x 1076.

Remark 12. Despite this, the observer gain L obtained for the interval observer ensures

robustness against disturbances and measurement noise. This robustness is achieved because
(i) the disturbances and noise are bounded with known limits, and
(7i) their positive representations remain non negative,

thereby upholding the analytical requirements for positive system behavior.
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Sensitivity Analysis of Fault Impact on the interval residue

In this part, we analyze how treating the fault signal f(¢) as an unknown input affects the
behavior of the interval residual for the estimated interval output states Q7 and Q7. As
shown in Figures and [5-2] the sudden occurrence of a leak immediately triggers the
detection threshold, indicating that the interval states are highly sensitive to faults. At
the same time, the estimated interval states remain robust against both disturbances and
noise. However, the width of the detection threshold depends on the leak’s position along
the pipeline: if the leak is located at certain points, the threshold can widen enough that
a small leak becomes indistinguishable from other disturbances and goes undetected. This
scenario can critically impair system performance. Conversely, if the threshold becomes too
narrow, normal disturbances may be mistaken for a leak, producing false alarms. In other
words, when the leak position causes the threshold to increase excessively, faults may be
missed; when it causes the threshold to decrease too much, benign disturbances may trigger

spurious leak alarms.
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5.4.2 Augmented system representation with added fault states

In this section, the linearized system 1 discussed in Chapter 3, Section 3.2.2, requires
the incorporation of two new states into the A matrix. The first state, Az, represents the
position of the leak, and the second state, A;, corresponds to the leak size parameter. These
states are static within the system dynamics, meaning that their time derivatives are zero,
ie., Az; = 0 and A = 0. According to the exposed, the state matrices for the linearized
system described in (4-1f) are the following: The system to considered is the class of uncertain
and perturbed systems in Ty in (4-31)), with the states z = [Q1, Ha, Q2, A,, A]. Tt should
be noted that the position and magnitude of the fault are added to the state vector. Hence,
the matrices of Ty as

a

a1 (Vlo - CQO)

—2uCo - 0 — 3 0
Ca0 Cio
a;  axGxo a2 (Clo — G50V Cao — CSO) _ag\/g
A= C40 2\/@(40 C40 CA%O C40 ( 5- 40)
0 a1 —201C30 M 0 ’
L — G (L = Cao)”

0 0 0 0 0

0 0 0 0 0

where the vector of equilibrium values is

(1,0
(2,0
(3.0
Ca,0
(5.0

, with (10 = Q1, (o0 = Ho, (30 = Q2, C10=2A., (50 = A1

with 14 o and v, o are the equilibrium values of the input pressure heads, namely the upstream

head H; and the downstream head Hj, respectively.

- ay -
— 0
a0
0 0
1 00 00
B = M C = 5-41
L — Cao ’ [0 01 00 ( )
0 0
- 0 O .

Remark 13. The method presented in Chapter 4 of this thesis for designing an interval
observer has performance limitations. In equation the augmented matriz A contains

two zero rows, making it difficult to satisfy both LMI conditions (4-24) and (4-25|) simultane-
ously—observability may be compromised, and no feasible solution is found. In contrast, the
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positive-representation approach directly yields an observer gain by requiring only the single
LMI condition (5-24) to be solved.

Remark 14. The position of the leak modifies the location of the system’s poles; in extreme
conditions, when A, — L (with L being the length of the duct) or A, — 0, the matriz A tends
to become singular and the system approaches marginal stability. Likewise, the observability
and detectability properties may be compromised, since the corresponding matrices can lose
rank. In the case of the interval observer, these circumstances increase the width of the
estimation interval, which reduces the observer’s sensitivity to detect faults when the leak is
located at the duct’s extremes, either at the beginning or at the end.



84 5 Interval observer-based FDI methods

Using the numerical data from Table the observer of the interval was incorporated,
producing the following results.
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Figure 5-3: Proposed Interval residue
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Figure 5-4: Leak position an interval leak position

According to Figure [5-3] the residual interval effectively detects the occurrence of the
fault, marking the detection phase in the FDI analysis. Figure presents the actual leak
position along with the interval estimates of the designed observer, representing the isolation
phase. Lastly, Figure demonstrates the reconstruction phase, achieved by estimating the
fifth state by the observer of the interval.
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Figure 5-5: Leak size

Table 5-2: Parameters of the pilot pipeline and fluid [Santos-Ruiz et al.| (2018)

Parameter Value
Pipeline diameter 4.86 cm
Pipeline length 112.22 m
Tested leak position Az 39.99 m

Fluid kinematic viscosity, v | 8.03 x 1077 m{

Fluid density, p 996.59 £
Gravity acceleration, g 9.79 3
Pressure wave speed, b 1250

5.5 Experimental data

Based on the design approach described and following the structure of the observer in an
interval, an application is derived from the scenario discussed by [Santos-Ruiz et al. (2018).
In their work, the authors utilized an extended Kalman Filter (EKF) to propose an esti-
mation method that incorporates pressure head and flow rate measurements at the end of
the pipeline. These measurements inherently include sensor and process noise. The EKF
performs detection and isolation within this system, using real-time information tested us-
ing a USB data acquisition device implemented in the MATLAB environment. The table
5-2 outlines the characteristics of the real pipeline model used in the design of the interval
observer.

The results obtained under these conditions are as follows.

Figure depicts the behavior of the interval residue, where fault detection is evident
through the change observed around 70 seconds. These findings are consistent with those
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Figure 5-6: Interval Residue for the system with three states

reported by Santos-Ruiz et al. (2018). The results of the interval estimations confirm the

monotonicity properties of the proposed interval observer.

5.5.1 Augmented system representation with added fault states

Similarly to the previous discussion, using the same experimental data provided by
Ruiz et al. (2018) and the numerical data from Table 5-2, the interval observer proposed in
this chapter was implemented. The results are presented in the following figures:
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Interval residue: 7! [m]

Figure 5-7: Interval residual for the augmented system

As shown in the figures, Figure shows the residual interval, which indicates the detec-
tion of the leak at the time the leak occurred. Figure presents the leak position, where
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Figure 5-8: Leak position and size, and estimated intervals of position and size

the actual position was 40 meters, with the interval estimates centered on a mean value of
approximately 40 meters. The mean interval value is given by:
Az Ar 50432

= =41
w 5 5 m

When the actual position is 40m, the interval estimation shows high accuracy. In the
reconstruction phase, the interval estimate is also very close to the true value of A1, indicating
good performance.
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5.6 Detection of sequence faults through interval observer
banks

This section outlines a procedure for detecting sequence faults, which is not yet extensively
explored in the literature for the specific systems requiring study. For example, evaluating
multiple leaks in a pipeline using analytical models (state observers) can be challenging.
This difficulty arises due to the complex physical configuration described by the momentum
equation and the continuous equation of the mathematical model for fluid movement in
pipelines, as detailed in Chapter 4. When multiple leaks are present, pressure measurements
become less definitive as the relationships between them are unclear. For more details, refer
to|[Verde (2001). In response to this, other researchers have proposed experimental methods,
such as |Wang et al. (2019), to simplify complex analytical approaches. The primary goal of
this section is to present a direct analytical method that utilizes inclusion techniques with
interval estimations provided by interval observers.

5.6.1 Proposed Analytical Framework

To present this framework, the following lemma is provided:

Lemma 5. Given two consecutive interval estimations:

Ty = [@:1 Bimy }
(5-42)
Ty = [ Ty Timo }
foralli=1,...,n, where n denotes the interval observer scheme to be positioned along the

duct and used as sensors for detecting one or more leaks. It must be ensured that there are
necessary and sufficient conditions for the independence of the estimates provided by each
interval observer relative to the other interval observers.

The following necessary and sufficient conditions are based on Definitions [3] [0, and
provided in Chapter 2 of this thesis. The necessary conditions are that the inclusion function
exists for each interval estimation that is in relation with the estimated interval associated
respectively with the input and output states:

~1 _ A ~
T input — |: ginput y  Linput }
and
~1 _ A =
xoutput - goutput ) Ioutput

The necessary conditions for representing a set of leaks are that each state pair indicates
the presence of a specific leak through the interval hull union (see Chapter 2, Definitions
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and , where one part of the pair is included within the other. The pairs considered
are the input and output interval estimations. The sufficient condition for performing Fault
Detection and Isolation (FDI) analysis on a sequence of leaks is that the logical intersection
of two or more consecutive leaks must be zero.

Proof. Necessary conditions: The interval hull union ensures that one interval set is con-

I . and :ﬁ(])utput are related through the

tained within another, as the union operation ;.

containment of one within the other.

uz!

~1
C Z; output

input-—=

Uzl

znput output

Sufficient conditions: Given two sequences of leaks:

i.input | leak one = [ijnput ) Einput :| Uxoutput ’ leak one = {ioutput ) Eoutput :|
— 4l
=7 leak one
and
‘%input | leak two = [ irmput ) ginput } Uxoutput | leak two = [ ioutput ) goutput }
— 4l
=7 leak two

Once it is verified that

T Cz
mp“t| leak one — O"tp“t| leak one

or

A

T -

output | leak one input | leak one

which results in a new set of intervals through the logical union operation described, and
the same applies to the other leak.

A

T Cz
”‘p“t| leak two — O“tp“t| leak two

or

cCz

T
"“tp“tl leak two — mp“t| leak one

]

In conclusion, the sufficient condition for ensuring the independent detection of two or
more sequential leaks is that the intersection operation between the two resultant unions
must be zero.

~T ~1
N
leak one . leak two
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An application for detecting sequential leaks is now presented. Using a MATLAB algo-
rithm, the number of observers required to provide independent estimations along the duct
was determined. The conduit analyzed with this method is a prototype with characteristics
similar to those of the one located at the Institute of Engineering at UNAM [Torres et al.
(2014]).

The physical characteristics of the pipeline are as follows:

Table 5-3: numerical values

Variables
pipeline diameter = ¢ =02m
pipeline length: L = 132.56 m
transversal area: A, = %2:0_0491 m?
leak area:Ay = A, /100
velocity:v = 1250 %
upstream pressure head: H ;, = ™m
downstream pressure head: H = 1m
friction factor: f = 0.0181076

As shown in Table [5-3] the observer bank of the interval will be placed at the following
leak points to perform the FDI analysis. Table indicates that, for the specified pipeline,
it is feasible to use a bank of 9 Luenberger-type interval observers with positive representa-
tion. This setup will establish a simulated estimation threshold to ensure that each interval
observer can detect one or more simultaneous leaks. This is accomplished through the in-
terval threshold set for each observer and its designated placement along the pipeline.

Table 5-4: Interval observer banks
’Intervalobservernumber‘ 1 ‘ 2 ‘ 3 ‘ 4 ‘ 5 ‘ 6 ‘ 7 ‘ 8 ‘ 9 ‘

’ leak position (meters) ‘ 10 ‘ 20 ‘ 35 ‘ 70 ‘ 90 ‘ 100 ‘ 110 ‘ 120 ‘ 130 ‘

Figure shows the scenario in which two of the observer banks listed in Table have
detected a leak simultaneously at 10 and 100 meters. This figure illustrates how each specific
interval observer performs leak detection using interval estimation.

In this section, the conditions for simultaneous leak detection using analytical methods
through interval observer banks are discussed. This approach offers a novel alternative to
perform Fault Detection and Isolation (FDI) analysis. By assigning each leak to a separate
interval observer, the observer model consistently remains of fifth order, as each simultaneous
leak is addressed individually.
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6 Conclusions and perspectives

This chapter summarizes the contributions of the thesis and provides recommendations for
future work. Firstly, it will outline the main contributions and conclusions. Secondly, it will
discuss future directions for this topic.

6.1 Main Conclusion

The main goal of this thesis is to develop and simulate an analytical FDI method using
Interval Arithmetic theory, cooperative systems, and positive representations to detect, lo-
cate, and identify simultaneous faults (leaks) in a fluid transport pipeline. Specific objectives
were set to propose observer designs in intervals based on a positive representation structure
and cooperative systems. The validation of this design was applied to estimate a linearized
pipeline model, which facilitates FDI analysis for leak detection and isolation. The posi-
tive representation of the interval observer can be tailored for plants subject to parametric
uncertainties, disturbances, and noise.

o The study and analysis of analytical methods to define the existing FDI models ap-
plicable in fluid distribution networks, carried out in the development of this thesis,
have allowed a deeper and more precise understanding of their functioning. Interval
observers have been shown to improve performance and efficiency in fault detection,
isolation, and reconstruction, especially in the case of pipeline leaks. This contributes
to the advancement and continuous improvement of FDI analysis applied to the field
of fluid distribution.

o This doctoral thesis addressed the analysis of the most widely used mathematical model
to characterize the behavior of a fluid in a distribution network. The model is based on
differential equations and encompasses all relevant physical properties governing fluid
dynamics in distribution networks.

o Using the analytical properties of interval arithmetic theory, such as interval inclu-
sion and compact sets, we developed an interval dynamic system from the linearized
dynamic system derived from the non-linear model describing the flow of a fluid in a
horizontal duct.

o The interval model describing the linearized system of fluid flow in a horizontal duct,
along with the interval observer explicitly incorporating signals of disturbances and
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noise, provides results that ensure a sufficient level of reliability for analyzing leak
detection in ducts.

o This thesis achieved the development of a standardized fault diagnosis algorithm, based
on interval arithmetic, by designing a positive representation interval observer. This
algorithm was formulated as a Luenberger-type interval observer. It represents a sig-
nificant advance in the ability to estimate fault detection, particularly leaks in ducts.
The algorithm design relies on measurements of kinematic and kinetic characteristics
of the fluid, such as flow rate, pressure, and velocity, to provide a good and precise
assessment of the distribution system’s condition. Implementing this algorithm not
only improves the reliability of fault detection, but also promotes more effective man-
agement of the integrity of the duct network, thus enhancing operational safety and
reducing the costs associated with unplanned fluid losses.

o The first interval observer is based on the positive representation and dissipativity con-
ditions in order to estimate the state vector. Furthermore, a scheme of fault detection
is proposed using a residual generator and adaptive thresholds. The method includes
the design of the gains by means of Linear Matrix Inequalities. This interval observer
is used to detect a leak in a pipeline when fluid is flowing through it.

o The second interval observer is designed to preserve the partial ordering between the
estimations and state trajectories of the augmented plant based on cooperative systems.
In addition, a fault detection and diagnosis scheme is added to detect, isolate, and
reconstruct a leak. In addition, we incorporate a bank of observers to monitor the
health of the pipeline model.

o The algorithm described above was evaluated using information from previous stud-
ies that had performed FDI analysis to detect leaks in pipelines, generating results
consistent with those of those previous studies.
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6.2 Future works

1. Based on the results obtained from the FDI analysis in pipelines, it is proposed to ex-
pand this study through additional experimental methods to validate and/or develop
new analytical and simulation expressions.

Specifically, the following recommendations are made for future work related to related
areas of study in this doctoral thesis:

« Develop robust interval estimation techniques for the isolation and reconstruction
phase of the leak through analytical methods of interval optimization.

o For the detection of two or more simultaneous leaks, it is possible to combine
interval observers such as Luenberger, Unknown Inputs and Internal Observability

(UTIO).

« Propose new analytical methodologies of interval arithmetic to obtain an optimal
bounded interval in FDI analysis, aiming to minimize the risk by excluding the
presence of one or more false faults within the bounded interval.

2. It is expected that the analytical foundations presented in this doctoral thesis serve as
a reference to motivate research groups in Colombia to join the international research
community promoting applications of Interval Arithmetic in the field of Fault Detection
and Identification (FDI).
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